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Abstract—In this paper, we aim at sustaining the claim
that curve-based cryptographic schemes over finite fields of
characteristic 2 do not provide enough security. We present
algorithms to find all the possible supersingular elliptic curves
which can be embedded into a predefined finite field. We also
consider the case of hyperelliptic curves with genus 2, including
both supersingular and ordinary cases. As computational
examples, we show even the DLP on a 3060-bit elliptic curve
and the DLP on Jacobians of a 255-bit hyperelliptic curve can
be solved by embedding to a 6120-bit extension field.

Keywords-elliptic curves; hyperelliptic curves; embedding
degree; discrete logarithm problem; FR-reduction.

I. INTRODUCTION

Over the last few decades there has been an increas-
ing interest in pairing-based cryptography, numerous new
protocols have been proposed based on the cryptographic
pairings, including the well-known one-round three-way key
exchange by Joux[10], ID based encryption by Boneh and
Franklin[2], and so on.

The security of pairing-based cryptography is based on
the computational difficulty of solving the discrete logarithm
problem (DLP). By the pairing reduction, the DLP on
curves can be transformed into an instance of DLP in
the multiplicative group of a finite field F «. This is a
strategy known as Frey-Ruck(FR) reduction[3] or Menezes-
Okamoto-Vanstone(MOV) attack[17], depending on which
pairing is considered. For certain special curves, the embed-
ding field F« is small enough that the resulting instance can
be solved using an index calculus algorithm. Apparently, this
kind of strategy must rely on the developments of finite field
discrete logarithms.

While in recent years, tremendous progress has been made
on DLP over small characteristic finite fields, especially
characteristic 2. In 2013, Joux designed a new algorithm
with a complexity of L(1/4 + &) in small characteristic[11].
In the same spirit, another heuristic algorithm is proposed
that provides a quasi-polynomial complexity when ¢q is of
size at most comparable with k[1]. Then the DLP on finite
field of characteristic 2 got many new records[12], [13], [14],
[7], [6]. Table I lists some examples.
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Table I
RECORDS OF DLP ON FINITE FIELD OF CHARACTERISTIC 2

Date Completer Finite Field Time consumed
2013.2.19  Granger, et al. Fy1971 3132 core hours
2013.3.22  Joux F,4080 14100 core hours
2013.4.11 Granger, et al. ]Fz(,[zo 749.5 core hours
2013.5.21  Joux Fy6168 550 CPU hours
2014.1.31  Granger, et al. ]F29234 400,000 core hours

The breakthroughs on DLP bring the academic agreement
that curves in small characteristic should be avoided for
pairing-based cryptography. However, as far as we know,
there is no major systematic analysis for records of DLP on
curves over finite field of small characteristic through FR-
reduction.

In this paper, we find elliptic and hyperelliptic curves
over finite fields of characteristic 2 whose DLP can be
solved by FR-reduction in spite of the huge size of base
field. The rest of paper is organized as follows. We briefly
introduce the FR-reduction in Section 2. In Section 3, we
find supersingular elliptic curves over large subfield solvable
and present explicit algorithms. In Section 4, we construct
a family of hyperelliptic curve with embedding degree
12, including both supersingular and ordinary cases. We
conclude the whole paper in Section 5.

II. Using FR-rREDUCTION TO BREAK DLP oN CURVES

Let C be a non-singular, irreducible curve of genus g over
a finite field F,. The Jacobian of the curve C is an abelian
variety Jc of dimension g defined over F,.

Definition 1 (Tate pairing!3'): Let [ be a positive integer
which is coprime to g. In most applications / is a prime and
[|#Jc(Fg). Let k be a positive integer such that the field F«
contains the /th roots of unity (in other words, / I(qk - 1)).
LetG = Jc (Fqk) and write G[!] for the subgroup of divisors
of order / and G/IG for the quotient group (which is also a
group of exponent /). Then the Tate pairing is a mapping

(D

Let Dy, D, € Jc(FF,) be divisors of order / for which we
want to solve the discrete logarithm problem D, = AD;.

)Gl xG/IG — sz/(]F;k)l.
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Let k be the smallest integer such that /|(¢* — 1). The FR-
reduction proceeds as follows:

1) Choose random divisors Q € Jc(Fgv) until <
D1, Q >¢ () .

Computer &; =< D;, Q >€ ]F’;k.

Map the &; to [th roots of unity (by raising to the
power (¢ —1)/1). This step is actually optional since
the linear algebra in the index calculus method should
be performed modulo /.

Solve the discrete logarithm problem &; = §f in the
subgroup of order / of the finite field sz using an
index calculus method.

2)
3)

4)

This strategy is practical when k is small. We note in FR-
reduction, DLP on Jacobians J is reduced to DLP for the
smallest integer k such that /(g% — 1). In other words, k is
minimal such that /|¢x (q) where ¢ (x) is the kth cyclotomic
polynomial. k is usually called embedding degree.

III. FINDING VULNERABLE ELLIPTIC CURVES OVER FINITE
FIELDS Fym

In Table I, we show currently the ability of solving DLP
on Fy« is far in front of the other cases, thus it is possible to
find elliptic curves over large subfield Fo= solvable through
FR-reduction.

To our knowledge, in the case of finite field of charac-
teristic 2, there is little information available about ordinary
elliptic curves with small embedding degree, thus supersin-
gular elliptic curves become the only choice for pairing-
based cryptography.

Therefore, we focus on supersingular elliptic curves in this
section.

Definition 2 (supersingular elliptic curve): Let ¢ = p°
for some prime p and s € N. An elliptic curve E/F,
with #E(F,) = g + 1 —t is supersingular if and only if
ged(t,q) > 1.

Waterhouse [18] showed that supersingular curves all have
small embedding degree k € {1, 2, 3,4, 6}. For fields of char-
acteristic 2 and 3, representatives for each [F,-isomorphism
class of supersingular curves have been determined by
Menezes and Vanstone [16]. In this paper, we only consider
the finite fields of characteristic 2, the supersingular elliptic
curves on which only has embedding degrees k € {1,2,3,4}.
The Table II lists all possibilities for embedding degree and
number of points for supersingular elliptic curves over finite
field Fom.
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Table II
NUMBER OF POINTS FOR SUPERSINGULAR ELLIPTIC CURVES OVER ]F2m

kK q #E(F,)
LS Che
2 22a Z+1

3 pa qgE+g+1
4 22atl gx\2g+1

A. An algorithm to find vulnerable elliptic curves

When a finite field Fy» is given, we hope to find all the
possible supersingular elliptic curves defining on Fom which
can be embedded into F,» by FR-reduction. Apparently m|n
is satisfied.

Before describing the algorithm, we give some explana-
tions on the parameter:

1) When k& = 1, then n must be even. Taking m = 2m’
satisfying m’|n/2, then [ = 2™ + 1 or [ = 2™ —1.

2) When k = 2, taking m = m’ satisfying m’|n, then
1=2"+1.

3) When k = 3, then 6|n. Taking m = 2m’ satisfying
m’|n/6, then [ = 2% +2M 4+ 1 or [ =2>™ — 2" + 1.

4) When k = 4, then 4|n. Taking m = 2m’ + 1 satisfying

2m’ + 1)|n/4, then [ = 22+ y oM+l 4 | or | =
22m’+1 _ 2m’+1 +1.

Following the notation above, we present Algorithm 1.

Algorithm 1 Finding supersingular elliptic curves with
embedding degree k.
Input: %, 2".
Output: the supersingular elliptic curves over Fom with
embedding degree k which can be embedded into Fjn.
1: for all the possible / do
2: factor [,
3: while a prime factor N|/ satisfying V2m < N <
2 + 1 +2V2" do
A suitable E/F,m is obtained, which has / points
and a large subgroup with N points,
Get curve equation by the classification of iso-
morphism class of supersingular curves[16].
end while
7: end for

B. Examples

1) Finding elliptic curves which can be embedded into
Fae16s

We have known in Table I that the DLP on F,eies has been
solved with 550CPU-hours in 2013. We now fix the finite
field as Fjsi6s, then use algorithm 1 to find the supersingular
elliptic curves which can be embedded into it by FR-
reduction.
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n=6168=8%3*%257, so the possible k can be chosen from
{1,2,3,4}.

e k=3:
Computer [ = 2% + 2257 + 1, we find a large prime
number N of 501-bit satisfying N|/ where
N =49653950300685481342742431249720752254344
471143754812990365934427263268327279344034243
099551021628416563415247256412131639984087006
63382552888660520657.
We get the elliptic curve as follows:

3 513

E/Fys70 : y2+ay =x"+a,

in which a is the generator of F,»s7.2. It can be seen

that #E (Fys7.2) = 2514 + 2257 + 1 and E has a subgroup

with N points.

« k=4
1) Computer / = +1, we find a large prime

number N of 202-bit satisfying N |l where
N =450172145601416513714489770722304316
7472851489652285029320729.
We get the elliptic curve as follows:

2257 + 2129

E[Fysi : y 4y =x>+x

It satisfies that #E (Fys7) = 2297 +2'%° + 1 and has
a subgroup with N points.

Computer [ = 2272129 11, we find a large prime
number N of 223-bit satisfying N|I. We get the
elliptic curve as follows:

2)

E/F2257:y2+y=x3+x+1.

It can be seen that #E(F,s7) = 2257 2129 1 1 and
E has a subgroup with N points.

2) Finding elliptic curves which can be embedded into
Fzslzo.‘

The DLP on Fysi20 has been solved with 749.5 core-hours
in 2013. We now fix the finite field as F,ei20, then find
suitable supersingular elliptic curves.

n = 6120 = 8 * 9 % 85, so the possible k£ can be chosen
from {1, 2,3,4}.

o k=2

Computer [ = + 1, we find a large prime number
N of 1536-bit satisfying N|/ where

N = 24097241154044948272862204955899567194904
333867181292463073408797666140995967640693194
620574032891580668724425776778950694811882620
372634658515446188167935004495478542264384882
963346298506307468722674417101294453243881313
345115896935710904350767138943368476161999007
006933984473244224327796716735032337408657624
491207075840118298315467625056651139179988880
167778786420201914472568489176562238664732605
729230752781114229698331668554363495354866053
77347898233057281.

23 060
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We get the elliptic curve as follows:

3

+ a3047x’

E/F23060 . y2 +y=x
in which a is the generator of F,3e. It can be seen that
#E(Fye0) = 2%0%0 + 1 and E has a subgroup with N
points.

k = 3: Computer [ = 22940 1 1, we find the same large
prime number N of 1536-bit satisfying N|/. We get the
elliptic curve as follows:

E [Fsmo : y2 +ay=x>+ a®™x

]

in which a is the generator of Fyx40. It can be seen that
#E (Fpoon) = 22040 _ 21020 1 1 and E has a subgroup
with N points.

IV. FINDING VULNERABLE HYPERELLIPTIC CURVES OF GENUS
2 OVER FINITE FIELDS [Fym

In this section, we find hyperelliptic curves over large
subfield Fpm solvable through FR-reduction.

A. Hpyperelliptic curves

A hyperelliptic curve C of genus g is a curve with an
equation of the form

Y +h(x)y = f(x)

where h(x) and f(x) are polynomials with deg(f) = 2g+
1 or 2g + 2 and deg(h) < g, the Jacobian group of C is
noted as Jc (F;). The bound of point number of hyperelliptic
curves is given in Lemma 1, which is a generalization of the
case of elliptic curves.

Lemma 1: Let C be a hyperelliptic curve of genus g
defined over a finite field F,. Then we have

(Vg - D)% < #Jc(F,) < (Vg + D¥. )

Let y(¢) be the characteristic polynomial of the gth power
Frobenius endomorphism of C. We call y(¢) for C the
characteristic polynomial of C, which is of the form

1 g—1

x() =¥ +at*” art+q7.

3)

+otagtf+qag 119+ +g

There is a relationship with the y(¢) and #Jc (F,).
Lemma 2: The order of Jc(F,) is given by

#Jc(Fy) = x(1). “4)

B. Construction

The main observation that leads to the construction is the
special case k = 12 in the paper [4].

Lemma 3: Let ¢1» be the 12th cyclotomic polynomial.
Then ¢12(21%) = n()n(=1) where n(l) = 41* + 41> + 21> +
21+ 1.

According to Lemma 3, we take / = 2™ and get g = 2/ =
22m+1 then the curve C over F, with n(l) or n(-I) points
has embedding degree k = 12.
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1) If curve C has n(l) points, then

n(l) = 4 +4P 4212 421 +1 = > +2q(qg+ 1) +q+1.
&)
Notice
(Vg - D*? < n(l) < (g + D*™ (6)
so the only possible case is hyperelliptic curves of
genus 2. Writing the characteristic polynomial as

x(@®) = *+ a1t3 + a2t2 + qgait + qZ.

@)
we have
YD =@ +a(g+D+a+1=nl). 8

We can give two sets of parameters:

i) a1=\/ﬂanda2:q
ii) a1:@+landa2:q+l

2) If curve C has n(-I) points, then
n(=1) = 44 —4P 421221 +1 = ¢ —\2q(g+ 1) +q +1.
)]
Notice
(Vg - D*? < n(=D) < (Wg+ D> (10)

so the only possible case is hyperelliptic curves of
genus 2. Writing the characteristic polynomial as

x(@®) = *+ a1t3 + a2t2 + gait + q2.

(11)
we have

YD =¢+ai(g+ D) +ar+ 1 =n(=0). (12)

We can give two sets of parameters:
i) alz—\/Z_qandazzq
ii) aj \/2_q+1anda2:q+1
Theorem 1 offers a criteria to check whether a curve C is
supersingular or not.
Theorem 1 ([5]): Suppose ¢ = p" and suppose C is a
hyperelliptic curve of genus g over F,. Suppose

1 g-1 -1
+ootagt?+qag 197+, +q7 art+qY,

(13)
is the characteristic polynomial of the Frobenius endomor-
phism on C. Then C is supersingular if and only if for all
1<r<g, pma".

By Theorem 1, we see the curve with a; = i\/z and
ap = q is supersingular, while the curve with a; = i\/z +1
and ap = g + 1 is ordinary.

For convenience, we give the equations of supersingular
case, which has been thoroughly studied by Koblitz[8], [9]:

The equation of curve with a; = i@ and ap = ¢q are
given by

x(t) = t*9+a 1?9~

y2+y=x5+x3,

or

5

y2+y=x +x0+ 1.
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C. An example

1) Finding hyperelliptic curves which can be embedded
into Fasio:

Similar to Section III-B, we fix the finite field as F,ei20,
then find hyperelliptic curve C of genus 2 which can be
embedded into it by FR-reduction.

We choose the base field as F, = Fpss and computer
| = 2127‘

Let the point number of C be n(=1) = 41*—413+21>-21+1
where n(-I) is a 510-bit number. We find a large prime
number N of 323-bit satisfying N|n(—/) where
N =271144413760016349789555736217593092904995730
8111453253450530500257825579176440384410199173518
5701.

As a result, we obtain the hyperelliptic curve C with
embedding degree 12 as follows:

S 3+ 1.

C/Fzzss : y2 +y=x
It can be seen that #Jc (Fyss) = n(=2'?7) and C has a
subgroup with N points.

V. CONCLUSION

In this paper, we give the records of DLP on curves over
finite field of characteristic 2 through FR-reduction. Our
work shows that curves over finite fields of characteristic 2
cannot provide enough security even if the size of finite field
reached 3060 bits, which would serve as a confirmation that
finite fields of characteristic 2 should be definitely avoided
for pairing-based cryptography.
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