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Abstract—Currently, Massive Open Online Courses (MOOC) 
is having significant impact on E-learning by providing free 
campus curriculum for millions of viewers over the world. Most 
of MOOC mainly include literal tutorial, video course and easy 
quiz, but lack of an identical and easily operational experiment 
environment with durable data. It is crucial for participants to 
learn complicated courses involved practical programming and 
multi-host network interaction. In this paper, we focus on the 
construction of an E-learning platform based on Laravel 
framework implementing the customized virtual experimental 
environment, which in accordance with teachers’ requirements, 
by using Proxmox virtualization technology and VNC client 
noVNC based on HTML5. In this way, every experiment can be 
configured with multiple virtual internet hosts wherein user 
operation and data is saved durably so as to conduct more 
complicated experimental operation next time 
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I. INTRODUCTION 

With the rapid development of internet technology in recent 
years, online education is gradually prevalent. Massive Open 
Online Course(MOOC) have been fashionable around the 
world since 2012 and a great number of world-famous elite 
schools have already established the online education platforms 
which mainly aim at courses taught in institutions of higher 
learning [1]. The teaching modes mainly include reading 
materials, video courses, examinations and some online 
programming environments, such as Codecademy [2] and 
iMOOC, etc, but its functions are only limited to the simple 
online programming environment and it cannot implement 
some complicated experiments, such as operating system, 
distributed computation and information security, etc. 
Considering the online education platform providing the 
complicated experimental environment, the online virtual 
security laboratory [3] proposes to create virtual machines 
containing the complicated experimental environment for 
learners. There are similar studies such as MOOC based 

openHPI [4], practical experiences with InstantLab [5]. Online 
experiments are operated by using users’ terminals to access 
virtual machines, so as to complete experiments with complex 
environment. Moreover, it has no need to take lots of time to 
construct the complicated local environment. However, the 
experimental platform structure is extremely complex and has 
some limitation, so it is difficult to satisfy the demand that 
multiple virtual machines with different systems realize 
interconnection and finish the experiment. Additionally, 
configuration of every virtual machine may not be founded for 
users’ private customization. In this paper, we focus on how to 
design and realize the online education platform that can 
configure as required. With the consideration of development 
efficiency and maintainability of the platform, we adopt the 
mainstream PHP development framework Laravel. Main 
functions of the online education platform include experiment 
module, course module and quiz module. The virtual machine 
management platform based on Proxmox is applied for the 
sake of making users unpack virtual machines to test relevant 
virtual machines. Furthermore, it is necessary to use noVNC 
client technology based on HTML5 and realize the connection 
between the platform and Proxmox by combining with Nginx 
reverse proxy technology. At last, the complicated 
experimental tasks can be fulfilled by embedding remote 
desktop into the front-end iFrame, controlling and operating 
remote virtual machines. 

II. ARCHITECTURE OF PLATFORM BASED ON LAREVEL 

In order to develop the online education platform rapidly
and effectively and make the platform system holding the high 
reusability, stability and safety, we adopt the Laravel 
framework which can standardize the development process and 
deal with non-business logic relation automatically to make 
developers concentrate on the realization of business logic [6]. 
The compositions of platform framework based on the Laravel 
framework are shown in Fig. 1, including front-end page 
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module, access control module, course teaching module, quiz 
module, experiment module and database. 

The construction of the front-end page will make the most 
of the flexibility of blade module engine and combine with the 
front-end framework jQuery and Bootstrap to design 
interactive dynamic effects. Our platform uses multi-role 
management, including teachers, students and administrators. 
For each role, the limit control will use the built-in 
authentication facilities of Laravel. In addition to using 
authentication controllers via registry when logging in, it will 
also add some methods relating to authentication in controllers 
for each function.  

 

Fig.1. Platform Server Architectures 

The main structure of permission control is shown in Fig. 2. 
As to different users, such as teachers and students, when they 
access to the website by using the corresponding identity 
information, they will obtain the authentication controller to 
judge the identity. After judging the legal identity and logging 
successfully, functional controllers for each module can 
execute different code logic by judging roles so as to allow 
roles to use the available functions under the role permission 
and return to the corresponding front-end page.  

 

Fig.2. Access Control of multi-role 

Rules fabricated by the platform are designed according to 
the primary MOOC platform functions analysis [9]. It is 
convenient for students to look up tutorials, use relevant 
experimental virtual machines established by teachers and 
accept online testing. Meanwhile, teachers can increase, delete, 
modify and check tutorials and test questions and also 
configure the quantity of relevant experimental virtual 
machines, CPU memory, network connection mode, and mirror 

of operating system, etc. In addition, teachers can supervise 
students’ learning situations, true-false answers, as well as 
submit an experimental report to give comments on students’ 
experimental reports and give feedback to students in time. 
Besides using all functions of students and teachers, 
administrators also can forbid or ban posting for all users, 
adding, editing and deleting users, and conducting 
configuration operation with the higher permission for virtual 
machines. 

In the platform, our course modules mainly support rich 
text reading materials and video course materials. For teachers 
authorized, they can add information of test questions manually 
based on jQuery plugins. Forms of test questions can include 
single choice, multiple choices, gap filling and short answer 
questions. Besides, we can upload test questions in the form of 
word based on the specified standards. Our platform can 
transfer the format automatically and generate online quiz. The 
experiment module requires teachers to upload experimental 
guidance which is to guide students to do online experiment. 
Teachers can assign virtual machines to let students 
accomplish a test. Results and feedback information are 
compiled after students upload experimental reports. Teachers 
can score them and judge whether they are passed. Here, the 
technical realization of experimental functions is emphasized 
as follows. 

III. ONLINE EXPERIMENTAL IMPLEMENTATION PROCEDURE 
Main technologies of online experimental functions in this 

paper are shown below: 

A. Proxmox Solutions 
Whereas the platform should allow users to create lots of 

virtual machines and manage it, we use the open-sourcing 
virtual solution, Proxmox, which can provide Web interface 
(interface web) and visual interface. It can manage the user 
virtual machine, storage pool (pool storage), node and so on 
[10]. All of them are based on Corosync Cluster Engine [11]. 
It maximizes the limit of data capacity of RAM, so it is 
enough for Proxmox to establish thousands of configuration 
documents of virtual machines. By using Proxmox, we can not 
only manage the uploaded mirror documents of the system, 
but also start, close, destroy and migrate virtual machines, 
even create new virtual machines from the existing templates. 
When encountering with software bug or hardware collapse, 
Proxmox has strong fault-tolerant ability. Furthermore, by 
combing with server API provided by Proxmox website [12], 
requests can be launched on the Laravel directly to configure 
and operate virtual machines in cloud environment. 

Proxmox solutions can satisfy configuration demands of the 
stronger virtual machines and more complicated network 
configuration, so that robustness, safety and concurrency of 
the platform will increase with it.  

B. VNC  Technology 
In order to make users operate virtual machines in our 

platform remotely, we adopt noVNC solution which offers 
Web Sockets agency of VNC server and JavaScript, so that 

488

Authorized licensed use limited to: IEEE Xplore. Downloaded on May 18,2024 at 03:44:20 UTC from IEEE Xplore.  Restrictions apply. 



users can operate host interface via cloud environment in 
client remotely [13]. With such a desktop cloud computing 
framework, it can reduce unnecessary constructive time of 
systematic environment [14]. Users can conduct an online 
experiment on any place with browsers and use noVNC 
technology to return the process of remote virtual machine 
interface on our platform. In the experiment module, when 
users click start, it will acquire necessary ticket for server 
communication by requesting to access VNC interface in 
Proxmox. The return contents of ticket involving in JSON 
string containing the cookie. Then, the cookie value of the 
current user interface is set up, as shown in step three in Fig.3.  

 
Fig.3. Server Interaction Process 

Source address of iFrame element in front-end interface for 
users should be constructed like this: 
“https://username:password@domain/novnc/?console=kvm&n

ovnc=1&node=proxmox&resize=scale&vmid = vmid”. 
Then it has access to the assigned interface of virtual machines 
for users (virtual machines of Proxmox use the only 
identification of vmid). The format of the address requires for 
user’s name and password of Proxmox, so as to confirm 
Proxmox servers with permission and to complete the above-
mentioned process to access remote interface in a browser. It 
can be observed from Fig.3 that there is an Nginx module with 
the main functions of solving server resources out of the front-
end JavaScript code cross-domain access to platform server, 
so as to return relevant resources of VNC server to our 
platform.  

 
Fig.4. Nginx  Configuration Segments  

As shown in Fig .4, with the simple Nginx settings, when 
we access the cross-domain website in our education platform 
domain, it will give request to other host automatically. By 
setting up the attribute Upgrade and Connection, it allows to 
establish a channel between a client and a back-end server 
which supports for Web Socket proposal. In this way it may 
acquire essential resources including pictures and JavaScript 
code in the VNC server.  

C. Experimemt Environment Customization 
Through our platform, teachers and administrators can 

create multiple virtual machines for every experiment with   
customized configuration to meet the needs of the course 

environment. As shown in Figure 5, the user can configure the 
virtual machine image system according to the experimental 
requirements. We can provide various versions of the system 
ISO for Windows, Linux. In addition, users can set the hard 
disk size, the number of cores and sockets of CPU, memory 
size. Besides, network mode settings have three options like 

namely bridge mode, NAT mode, no network adapter.  
In order to improve the user experience in our E-learning 

platform, we designed the friendly interactive effect of the 
front page more attractive, simplified some optional 

configuration .After creating the virtual machine, teachers or 
admin can scan the list of virtual machines on the experiment 

management page, where they can edit the created host to 
adapt to the new requirements and changes. 

 

 
Fig.5. Virtual Machine Creation 

IV. EXPERIMENT RESULTS AND ANALYSIS 
In this section, the characteristics and environment under 

which online course is designed are described. It is assumed 
that an experiment with regard to the course of information 
security need a simulation experiment environment consists of 
three virtual machines, each separately representing for the 
provider (CentOS 5.1), attacker (Ubuntu 16.04) and victim 
(Windows 7). Aaccordingly, when teacher or admin upload an 
experiment course, firstly, they should select appropriate 
virtual machine template images relating to these three systems 
from system list only if the experiment task has been related to 
OS image.  

A. Set Up Experiment Environment 
As shown in Fig.6, after preparation work is done, all 

virtual machines on the experiment requirements list would be 
clone and then start up through Proxmox cloud, in addition, the 
virtual machine should be restarted it has been started before.  

The first time starting procedure of virtual machine might 
be very slow for reasons of allocation of enough resources, 
including memory and CPU resources. Finally, our platform 
will generate three usable virtual machines automatically to 
meet needs of experiment for the course. 

On account of a great many concurrent user requests 
meanwhile or quite frequently operation within a short time 
interval, it may lead to failure of clone or start up for virtual 
machines required by experiment environment. In light of this 
situation, we took special measure, instant recovery function, 
to recover all the virtual machines cloned or started up 
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unsuccessfully in experimental host list. On the basis of 
database referred to virtual machine ID and template 
configuration info, to resume executing a program of cloning 
virtual machines from template and starting up virtual hosts 
until all virtual machines could be usable.  To be specific, 
virtual template information such as name, cores and socket 
number and operating system images would be packaged into 
form of array so as to be merged into HTTP requests 
interacting with Proxmox server. In addition, network mode, 
for instance, NAT mode and bridge networking model should 
be taken into account. After that, users will continue to take 
practical tasks in virtual experimental environment providing 
multiple host users can switch back and forth just like different 
roles in real environment. 

 

Fig.6. VM Construction Process 

 

B. Experiment Result 

 

Fig.7. Online Experiment Interface 

When users access to our platform to do the experiment, the 
corresponding virtual machine template will be cloned 
according to the template. The virtual machine is private to 
every user. Data can be saved permanently. Virtual machines 
can access to each other. A user enters into the front-end page 
in the experiment and it is shown in Fig.7. It can enter into the 
corresponding interface of different virtual machines by 
switching label pages, so as to do a complicated experimental 
operation by using interconnection of multiple operating 
systems on our platform.  

V. PERFORMANCE EVALUATION 
In terms of our experiment module in our platform that is 

built on the basis of the remote virtual machine related to 
online practical tasks, one of the evaluation indexes for the user 
experience is the response time. 

Response time of the website has an important influence on 
user experience of the online education platform [12] and 
impacted by several factors like network conditions, software 
interfaces and VM provisioning techniques [16]. As a result of 
our platform deployment and operation mainly distributed 
among the inner campus network, we temporarily neglect 
access speed test in multiple regions and simply test several 
core functional points in the campus network, including 
homepage, log in and log out page, course page, quizzes page, 
experiment page, operation of virtual machines like create, start 
and stop, screen refresh, etc. In process of this analysis, we 
adopted brief JavaScript code embed in every test section 
consists of dynamic or static web pages. As shown in Fig.8,   
when log in website with user and password derived from 
HTML Form, the following function code will be executed 
asynchronously for recording response time in millisecond in  
log page, meanwhile, test method of  response time for other 
pages is similar to this. 

Fig.8. Response Time Test Function 

The histogram of response time for every part is depicted in 
Fig.8. It can be observed that main modules should have good 
response speed within a second that users fell imperceptible 
[16], nevertheless, creation, start up and stop of virtual 
machines, and resource distribution in cloud environment 
wasted a lot of time.  
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Fig.9. Response Time 

Concurrency means the number of requests that the system 
can handle simultaneously, thus, it reflects the load 
performance of a website. In the case of a large amount of 
users access our E-learning   platform at same time, it is 
essential to measure concurrency of the platform .By using a 
performance testing tool in the Pylot, one open source free 
tool for load testing web applications. Our testing case design 
on URL of tutorial homepage, setting up 500 concurrent 
requests and implementing it for 10sec. As shown in Fig.9, 
with the increase of concurrency, the quantity of response 
resources also will be increased. At present, our education 
platform can cope with thousands of users’ concurrent 
requests and distribute resources rationally.  

 
Fig.10. Throughout 

VI. CONCLUSIONS AND FUTHURE RESEARCH 
The purpose of proposing the online education platform 

aims at improving the defects of the existing MOOC platform, 
including weak flexibility in online experimental module to 
satisfy for practice task. The platform make users just need a 
browser, but have no need to configure the experimental 
environment of any hardware to realize online experimental 
courses of multi-host interconnection. With our experiment 
module, teachers can set up detailed experimental 
environment by themselves, while students can access and 
operate multiple virtual machines under cloud environment 
according to experiment settings. These virtual machines can 
have different operating system, different hardware and 
network configurations. Moreover, data of every virtual 
machine can be saved and privatized permanently. The 

platform development is based on the powerful framework of 
Laravel, so as to improve development efficiency of a team 
and enhance maintainability and safety. By using Proxmox to 
manage virtual machines in cloud environment, noVNC can 
control remote interface. At last, we also test lag time and 
concurrency of the website. It basically can satisfy demands of 
many users, but it also has some problems to be improved, 
such as longer foundation time of virtual machines and 
delayed operation, etc., resulting in a great influence on user 
experience. Next, we intend to enhance the improved scheme 
for virtual machines’ response speed, deploy the campus 
network platform to the internet, and analyze and test it by 
aiming at more users.  
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