IEEE

IEEE SENSORS JOURNAL, VOL. 23, NO. 2, 15 JANUARY 2023

865

®Sensors Council

QoS Review: Smart

Sensing in Wake of

COVID-19, Current Trends and Specifications
With Future Research Directions

Muhammad Adil
Adel Rajab™, Member, IEEE, Asadullah Shaikh
and Ahmed Farouk

, Graduate Student Member, IEEE, Hani Alshahrani
, Member, IEEE, Houbing Song™, Senior Member, IEEE,

, Member, IEEE,

, Member, IEEE

Abstract—Smart Sensing has shown notable contributions
in the healthcare industry and revamps immense advance-
ment. With this, the present smart sensing applications such
as the Internet of Medical Things (loMT) applications are
elongated in the COVID-19 outbreak to facilitate the victims
and alleviate the extensive contamination frequency of this
pathogenic virus. Although, the existing IoMT applications
are utilized productively in this pandemic, but somehow, the
Quality of Service (QoS) metrics are overlooked, which is
the basic need of these applications followed by patients,
physicians, nursing staff, etc. In this review article, we will give
a comprehensive assessment of the QoS of loMT applications
used in this pandemic from 2019 to 2021 to identify their
requirements and current challenges by taking into account
various network components and communication metrics.
To claim the contribution of this work, we explored layer-wise
QoS challenges in the existing literature to identify particular
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requirements, and set the footprint for future research. Finally, we compared each section with the existing review articles
to acknowledge the uniqueness of this work followed by the answer of a question why this survey paper is needed in the

presence of current state-of-the-art review papers.

Index Terms— Smart sensing, QoS of IoMT, loMT applications in COVID-19, QoS requirements, QoS challenges, routing

protocols.

|. INTRODUCTION

OVID-19 is an infectious and transmittable virus that can
provoke penetrating respiratory syndrome in humans [1].
This virus has been spread all over the globe and infected
437,792,328 individuals, followed by 5,978,217 fatalities and
369,500,307 recovered cases by March 1, 2022 [2]. The
research community believes that COVID-19 infection rates
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can be reduced with the help of efficient use of technology
such as the Internet of Medical Things (IoMT). In recent
years, this technology has attained coercing research ground in
the healthcare sector to detect different diseases followed by
the assessment, monitoring, and prescription of patients [3].
The literature contains, various kinds of artificial intelligence-
based algorithms or machine learning algorithms, and deep
learning (DL) algorithms that had revealed incredible results
in terms of accuracy to detect and assess patient health
related issues [4]. Utilizing machine learning and artificial
techniques, the current contemporaries of IoT devices can
be extended freely at the client-side to evaluate, accumu-
late and process data in the network. Following this dis-
cussion, IoT applications have been used in many health-
care domains, such as seizure detection [5], physical ther-
apy [6], social distancing monitoring [7], and pandemic
management [8], etc.

Patient wearable IoT devices revealed remarkable results in
the healthcare domain and the research community relentlessly
working to extend their applicability in different healthcare
applications. Recently, the existing healthcare IoT applications
have been utilized in the COVID-19 pandemic to addressed
various problems associated with patients, but the urgent
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expansion of these applications ignored various things such
as QoS, load balancing, and security, etc., which is the basic
needs of these applications. Following this, it has been noted
that the existing healthcare IoT applications are extended and
utilized from the perspective of the COVID-19 pandemic
without considering the QoS challenges and requirements.
Therefore, in this paper, we have emphasized to attract the
attention of the research community and healthcare stakehold-
ers toward this valuable issue to identify the present problems
in these applications to improve the QoS metrics.

To explore the role of IoT technology utilization in the
healthcare domain particularly in the context of COVID-19
infectious tracking and control. Firstly, we will review the
existing state-of-the-art schemes concerning the architectures,
protocols, platforms, and applications in the context of QoS
metrics to identify the present challenges and requirements
of these applications. In the next phase, we will follow-up
these challenges and requirements to pave the future research
directions that could be useful for them to maintain high QoS
metrics in the operational network. To this point, we inaugurate
the following contributions in this review paper:

1) In the first step, we will go through the current review
articles related to the QoS of IoMT, and particularly
those used in the COVID-19 pandemic. Furthermore,
we will examine the current QoS techniques used in
these networks to determine the present intricacies and
obligations of present literature.

2) Next, we will confront every section with competing
review articles in terms of recognized challenges accom-
panied by distinct demands to confess the uniqueness of
this work.

3) Thereafter, we will follow the highlighted dares and
calls to circumscribe a potential research direction in
this domain. After that, we will compare our future
work section with comparative articles to guarantee the
superiority, novelty and uniqueness of this paper.

4) Considering the highlighted requirements, challenges,
and future research opportunities, we have added
table III, IV, and V in the paper for comparative analysis
to certify the originality of this work and answer the
question why this survey paper is needed in the presence
of existing review articles.

The rest of the paper is partitioned as below: Introduction
to QoS in IoT applications and particularly in the healthcare
domain is over-viewed in Section II, whereas Section III high-
lights the open challenges associated with these networks.
Future research opportunities are enlisted and explained in
Section IV, while Section V compiles and concludes the

paper.

Il. RELATED WORK

Quality of Service (QoS) is assumed to be the ultimate
requirement of healthcare IoT networks, because, without
maintaining the high standard of QoS metrics during com-
munication these networks are trivial. For this, multiple
research groups, patient wearable IoT producers, and health-
care enterprise market stakeholders are working concomi-
tantly to depreciate the complexity of these gadgets during
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Fig. 1. COVID-19 pandemic healthcare loT architecture diagram.

the manufacturing, deployment, and interconnecting stages to
enhance QoS metrics [9]. In addition, the concerned research
societies also investigated techniques that are useful to deseg-
regate the three essential functions of patient wearable IoT
devices such as collecting, processing, and communicating
information in these networks with enhanced QoS metrics
[10], [11]. To continue, the recent investigation focuses on
innovative strategies such as network coding, collaborative
and multilayer or cross-layer communication amongst cou-
pled devices to promote communication attributes with better
QoS results [12], [13]. As the demand for healthcare IoT
applications increases the QoS obligation of these networks
is also progressing, therefore, patient wearable devices need
proper utilization with an accurate link evaluation to warrant
efficient data compilation and exchange in the network [14].
To enhance the QoS in these applications, cross-layer, mul-
tilayer protocols, and a proper link estimation had played a
remarkable role in the literature [15]-[19]. Figure 1, provides
a visual illustration of IoT applications in the healthcare sector
while taking into account the COVID-19 pandemic.

Cai et al. [20] presented a hierarchical structure-based
modulation technique for healthcare IoT networks to enrich the
QoS standard among communicating devices followed by the
other network components. In this model, the authors incorpo-
rated additional transmission mechanisms to deal with buffer
overflow and multi-relay implant concerns. Jaiswal et al. [21]
presented a three-factor-based QoS improvement approach that
takes into account traffic demand, healthcare IoT device life-
time, and best path for hop count communication infrastructure
for these networks. Bhanumathi and Sangeetha [22] present a
detailed survey on different routing protocols for body area
networks to identify the hindrance factors such as human
posture, node temperature, and transmission range, etc., that
can affect the QoS of employed networks. To enhance the
QoS standards in healthcare IoT applications, Khan et al. [23]
proposed a hybrid protocol known as ZE-QoS by utilizing
MAC/physical/data link layer and network layer infrastruc-
ture. ZE-QoS protocol considers three crucial features of the
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TABLE |
COMPARATIVE SURVEY PAPERS SUMMARIZATION

Name of the Scheme

Descriptive Evaluation

Al-Humairi et al. [27]

Reference [27] highlights the use of tardiest technologies in the healthcare sector to mitigate the
COVID-19 viral infection rates through patient implanted devices. However, the authors did not
recommend anything congenial to the QoS of these applications, which is the prime demand of these

networks.

Aman et al. [28]

In [27], the authors highlighted the prevailing trials associated with Internet of Medical Things (IoMT)
design, applications, and security that have been ignored during the expansion of these applications in the
COVID-19 pandemic. Alternatively, the writers did not specify the probable barriers related to the QoS
that could be tackled, while extending the existing technology.

Malliga et al. [29]

Different healthcare IoT applications adopted in the COVID-19 pandemic to counter the widespread
infectious rate of coronavirus are summarized as pre-screening, victim patient monitoring, infected people
tracking, and quarantined people evaluation.

Agarwal et al. [30]

To handle a catastrophic pandemic like COVID-19 in the future, reference [29], ventures to scrutinize
emerging applications of healthcare IoT. In order, to build background insights about this envisioning
technology to fight against such a disastrous situation by highlighting the weak aspects to strengthen them

in the future.

Siriwardhana et al. [31]

In this review article, the utilization of 5G and Internet of Things (IoT) are collectively evaluated to
develop a rigid technology against a mortifying disease like COVID-19. The authors present different uses
cases on the collective deployment of 5G and IoTby considering telehealthcare, education, supply chains,

e-government, and smart manufacturing to ensure the operation, but they disregarded the QoS metrics

while highlighting these scenarios.

Alsamhi et al. [32]

In this survey article, the utilization of blockchain-based healthcare IoT applications is considered to
promote interaction attributes, while stretching the contemporary IoT technology in the COVID-19
pandemic. Furthermore, they assumed various uses case e.g. patient monitoring, social distancing, medical
supply, sanitization, detecting and assessment of the patient to tackle the devastating circumstance.

TABLE Il
OPERATIONAL PECULIARITIES EVALUATION OF ORDINARY loT AND HEALTHCARE-IOT

peculiarities of ordinary IoT

peculiarities of ordinary IoT

Have several applications

Particularly employed in the health care sector.

Adjustable according to the application requirement

Work in the context of assigned task

Does not required accurate and precise results

Required extremely specific and explicit results according to the prescribed task.

Deployment does not need any special skills or requirement

Only be employed at a specific location in order to achieve accurate results.

During failure, does not have critical impact on the system

During failure, effect the reliable results of the system.

Traffic high intermittent with immense volume

Traffic is extremely careful with event-based communication.

Normal battery for ordinary operation

Special battery requirement for a longspun

network traffic while deciding the next-hop count device for
forwarding data, which includes optimal path, congestions, and
communication cost.

An Optimized Energy Efficient and Quality-of-Service
aware Routing Protocol (OEEQR) was proposed by
Kaur et al. [24] to overwhelm the QoS culmination in
the IoT applications used in the healthcare domain. Different
features and communication attributes are considered while
checking the trustworthiness of this scheme. Kaur and
Kumar [25] suggested an event-based load balancing
scheme utilizing a multi-objective ant colony optimization
algorithm with the help of a cross-layer routing paradigm
to enrich the QoS attributes in healthcare IoT applications.
An advanced routing protocol known as Minimum Cost
Routing Algorithm (MCRA) was proposed in reference [26],
to subjugate the QoS perplexities in healthcare IoT
applications. The author’s used communication attributes
such as queue size, link reliability, residual energy, hop count
distance, and transmission channel bandwidth to adequately
distribute network traffic with convalescent results.

A. Existing Survey Papers
In this section, we will concentrate on the existing review
papers associated with the QoS of healthcare IoT applications

applied in the episode of COVID-19 to explore this topic from
multiple perspectives. Despite that, we will take into account
these papers for comparative analysis based on distinctive
factors to evaluate, and affirm the innovation of this work.
In table I, we have compiled the current review papers asso-
ciated with the QoS of healthcare IoT applications published
in the propinquity of the COVID-19 pandemic.

B. Structural and Functional Distinctions Within
loT and Medical loT

Before delving into the analysis of the QoS of healthcare
IoT applications, we will relish to clarify the fundamental
demarcation between IoT and MolT gadgets [33]. Table II
outlines the most typical distinctions between these devices.

C. Healthcare Internet of Things Requirements

In the recent past, it has been perceived that the evolution of
healthcare IoT technologies allows pervasive communication
among intelligent gadgets, sensors, machines, and actuators on
the client-side to handle various health-related problems [34].
Owing to the explicit condition of implementation, operation,
and scalability, healthcare-IoT technologies confront many
difficulties, which leaves the door open to academics, entrepre-
neurs, and healthcare experts to develop new ideas in terms of
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Fig. 2. Healthcare loT applications fundamental requirements.

a productive network. Figure 2, summarizes the fundamental
obligations of the existing healthcare IoT networks extended
in the COVID-19 pandemic.

1) Healthcare IoT Scalability Requirements: Owing to the
productive results of Healthcare IoT, its implementation, appli-
cations, and operational requirements are much higher than
wireless body area networks or other traditional IoT applica-
tions. In these applications, scalability issues emerge at many
levels, as the number of patient wearable devices interconnec-
tions grows up. Undermentioned are some important problems,
which need concentration for all stakeholders working directly
or indirectly in this domain.

a) Data communication requirements: Healthcare 10T appli-
cations used in the catastrophic situation of COVID-19 are
stretched without peculiar deliberation of communication
attributes. As we know, these applications are comprised on
a huge number of patient wearable devices, which interact
and share information with each other by following hop count
communication for the sake of dispatch of data from the
origin to the destination. Without decent scalability planning,
numerous volumes of data interchange in these applications
create network overhead, which arises the QoS concern and
affects the credibility of an employed network.

b) IoT devices naming & addressing: As the healthcare IoT
network expands, the number of patient wearable devices
connected in the network also increases, which demands prim
address and spacing to communicate effectively, therefore,
scalability also arises the issues of addressing and space in
these networks.

¢) Data management: Healthcare IoT applications that are
used in the COVID-19 pandemic also face data management
challenges, as the number of patient wearable intelligent
devices grew up in the network without appropriate consid-
eration of QoS.

d) Service management: Efficient service superintendence
also promotes the QoS in employed healthcare IoT, however,
this issue is also neglected during the augmentation phase
of existing healthcare IoT applications, therefore. at present,

it needs the awareness of the research community to tackle it
for better results.

e) Interoperability requirements: In healthcare IoT applica-
tions, different patient wearable devices have different tasks
to collect and transmit data from patients to a remote physi-
cian. To promote reliable communication in the network,
cooperation among different devices is disparately needed.
Therefore, this argument also entails the researcher’s attention
to manipulate it accurately in the protracted applications of
healthcare IoT.

f) Self-organizing capability: In contrast to computer net-
works, which need experts or technicians to configure it
according to their requirement from time to time, health-
care IoT contains intelligent gadgets with self-organizing and
configuring capabilities to adjust with the situations without
requiring human intervention. Although, these devices adjust
themselves with the circumstances without mortal interven-
tion, but still scalability awakes the issue of traffic over
head and QoS, which is the fundamental obligation of these
networks.

g) Energy efficiency: Intelligent patient wearable gadgets
comprised embedded batteries, which need provident utiliza-
tion for continued operation. During scalability, energy con-
sumption demands special attention for long terms operation
of the network, because of unnecessary communication or
long hop communication, the onboard battery power of these
devices exhausts before their expected time period.

h) Data preservation requirements: QoS management during
data preservation is another notable feature of healthcare
IoT applications, which is ignored during the extendability
of extant applications in the connection of the COVID-19
pandemic. Therefore, the research community followed by
healthcare enterprises are acknowledged to take care of this
prominent issue in the coordination of data protection.

i) Authentication of legal devices: Authentication of legal
patient wearable devices with an improved QoS communi-
cation infrastructure is the ultimate requirement of healthcare
IoT applications, which is omitted during the extendability of
present applications in the COVID-19 pandemic. To enhance
the QoS of standards in extend applications, academia and
healthcare expert need to work synchronically and devise a
convalescent authentication model by taking into account this
important issue.

J) Particular hardware requirements: H-10T gadgets require
unique hardware for handling different tasks to accumulate
and partake data in the network, which is ignored during the
expansion phase of existing applications in the COVID-19
pandemic, therefore, the QoS is affected up to a great extent
in these applications which need the considerable awareness
of concerned parties to promote its standard in the present
applications.

k) Particular software requirements: In healthcare IoT, soft-
ware tools and applications have a huge influence on the
network performance, which is overlooked during the extend-
ability of the present applications in the calamitous situation
of the COVID-19 pandemic. In order to achieve better results,
this requirement must be considered, while contriving these
kinds of applications in the future.
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TABLE IlI
OPERATIONAL PECULIARITIES EVALUATION OF ORDINARY loT AND HEALTHCARE-loT
Description of Data Naming & | Data man- Service Inter op- Self orga- Energy Data Authen
requirement Communi- | addressing agement Manage- erability nization Efficiency Preserva- tication of
cation ment tion Legal
Devices
Al-Humairi et al. 629 634 o34 634 V4 9] V4 ® X
[27]
Aman et al. [28] [29) N X X X [ ) X (=]
Malliga et al. X ) vV [ ® X ® ® v
[29]
Agarwal et al. Vv [29) vV [ [ ® X ® ®
[30]
Siriwardhana et [629) [ [ Vv ) V4 ® V4 X
al. [31]
Alsambhi et al. X [9) V4 X N ® ® ® v
[32]
Our Survey V4 VA V4 V4 V4 V4 v Vv Vv
Paper

Table III, illustrate the comparative analysis with existing
survey papers, they have ignored this important issue.

I1l. EXISTING APPLICATIONS AND CHALLENGES

Most healthcare IoT applications extended and deployed in
the COVID-19 pandemic intends to combat the contamination
of virus, monitoring of patients, and evaluation of people.
Intelligent IoT devices are fastened with patients or placed in a
specified location such as airports, supermarkets, and hospital
entrances, etc., to monitor and assess people for COVID-19
virus infection and share the acquired data with the remote
destination.

A. Challenges With Data Monitoring

Data collected by healthcare IoT devices deployed in the
COVID-19 pandemic are extremely vast and need a strait-laced
structure to achieve the forecasted results. Based on applica-
tion requirements, these ingenious devices are needed to assess
and control the extensive frequency of viral virus (corona)
during pandemics like COVID-19.

Rashid et al. [35] recommended a CovidSens named intel-
ligent framework for COVID-19 infected people assessment
to alert the risk of coronavirus by spontaneously evaluating
the victim people to analyze infectious data and acknowledge
the propagation of coronavirus in suspected locations. The
suggested model is very helpful to distill invaluable erudition
for the exhibition of concerned agencies, government, and
public to cordon the speculated area. However, the scheme
spreads information concerning COVID-19 via social media,
which unlocks the doorway for bogus reports circulating,
therefore, this challenging issue obliges to be resolve for better
results to preserve the confidence of customers and enterprises.
In [36], the present multilevel safe management system for
evaluation of people associated with different sectors utilizing
the Swiss cheese risk management model. This scheme is
very productive for the motionless organization to identify
and mitigate the contamination of the COVID-19 virus for
safe resumption of work. In contrast to static workplaces, the
proposed model is not practical for a conspicuous area.

In [36], a drone-based framework for COVID-19 pandemic
monitoring is suggested with specialized network architecture
to use real-time data and scenarios for detection and miti-
gation of novel coronavirus. The challenges associated with
digital surveillance system applications used in the COVID-19
pandemic are highlighted in reference [37]. In [38], various
interactive means of communication are presented to monitor
and assess the progress of different businesses from a remote
location by inducting virtual conferences. The challenges
associated with this include good internet connection, reliable
equipment, and availability of concerned staff to manage
the network. In [39], it is highlighted that patient wearable
intelligent devices collect information about their assigned task
followed location tracking of victims to stop the widespread
of virus in a pandemic situation like COVID-19. However,
the ethical and personal matters of an individual are ignored,
which is the major challenge to be addressed. In [39], real-
time data dashboards simulating system was proposed by
Dong et al. utilizing Al and interactive web-based interface for
minimization of coronavirus contamination. The system uses
various things such as social media feeds, victim location, and
concerned agencies’ information in coordination to produce
accurate results.

B. Architecture Challenges

The standard of QoS in the extended/expended healthcare
IoT applications (COVID-19 pandemic) cannot be achieved
without the deliberation of proper network architecture. There-
fore, in this section, we will concentrate on the layerwise
complications amalgamated with healthcare IoT networks to
build a groundwork for improving the QoS standards of certain
healthcare IoT applications. Figure 2, visualizes the different
components of these challenges.

Reference [40] describes the notion of patient wearable
intelligent machines to share data in the network employing
the transmission protocols 802.15.4. Healthcare IoT networks
are made up of tiny resource-constrained devices that are
installed at the physical layer and focus on their assigned
duties. Efficient usage allows them to enhance network pro-
ductivity; therefore, specific configuration, deployment, and
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Fig. 3. Healthcare loT network layer-wise architecture.

job direction are the most meaningful challenges to them,
which were neglected throughout the COVID-19 pandemic,
when the existing applications are extended for different tasks
management [41]-[43].

To ensure the QoS standard and reliable operation of the
employed healthcare IoT network, layer two and three devices
adjustment, configuration, and traffic management play a sig-
nificant role, which is ignored in the recent past under one
umbrella [44], [45]. With the help of efficient routing proto-
cols, the network traffic should be manipulated energetically in
the employed healthcare IoT network, which is also ignored
during the expansion phase of these networks. In fact, the
research community utilized the existing routing protocols
during this phase, which itself degrades the QoS because
they were designed for a specific application, environment,
and operation [46]. Similarly, interoperability is another issue
that may be handled through routing protocols, but it is also
neglected in these applications while extending the present
application and now causing QoS problems in the form of
inferior results [47], [48]. In an improved QoS infrastructure
network, the role of the session, presentation, and application
layer cannot be ignored, because effective session initiation
minimizes traffic overhead in the deployed network. Similarly,
reliable authentication, data compression, and recording also
enhance the output of a network, but these important attributes
did not give any attention during the expansion phase of the
existing applications, which is now a challenging task for the
research community to address [49]-[52].

C. QoS Challenges With Improved Security

Undoubtedly, a huge quantity of data manipulating in
healthcare IoT applications demands a protected indoor and
outdoor/open-air communication environment to preserve the
confidence of patients, family members, service providers,

and healthcare stakeholders [53]. By utilizing patient wear-
able intelligent IoT devices to accumulate, record and assist
healthcare experts electronically in term of patient condi-
tions, disease diagnoses, and prescribed medicine, etc. The
authentication and data preservations should be given profound
importance to maintain the trust of all stakeholders. [54].
To achieve better results, security with scalability of these
applications can not be overlooked. At present, healthcare
IoT apps played a critical part in coronavirus contamination
prevention measures by performing various assessments such
as virus mutiny prognostication, viral tracking, victims therapy
or diagnosis, and medication prescription. Different types of
security concerns equated with these applications are reviewed
in more detail in the following subsections.

1) QoS Challenges with trust management: QoS along with
trust management is an imperative constituent of healthcare
IoT applications expended in the catastrophic situation of
COVID-19. Patient wearable devices are organized in a peer-
to-peer or ad hoc networks paradigm, which needs proper
trust management infrastructure to enable secure data sharing
among participating entities in the network [55], [56]. Trust
management and QoS with high mobility of the patients is
stimulating issues to address and maintain reliable commu-
nication among these gadgets. Despite that, patient wearable
devices are usually self administrative and do not have a
distributive authentication model, which also arises QoS issues
during validation and communication [57].

m) QoS Challenges with data preservation: In the literature,
most patient wearable IoT devices did not use symmetric and
asymmetric key-based authentication algorithms because of
the high computation cost and limited resources of these gad-
gets, which arises the QoS issues in these networks, because
the researcher’s designed lightweight validation schemes
[58]-[60] to address the security concern, but they overlooked
the QoS concerns [61], [62]. In the turn of dependable oper-
ation, these devices demand certain routing protocols in the
coordination of lightweight authentication models to enhances
their productivity. High standard QoS cannot be achieved
without consideration of routing protocols in correlation with
authentication schemes that involve public and private key
matching e.g., PKI, RSA or digital signature-based authen-
tication [63].

n) QoS challenges with privacy: Healthcare IoT applications
utilized in the COVID-19 pandemic are highly effective in
terms of outcomes, but they also offer numerous privacy risks
to the medical information of patients [64]. For example, ref-
erence [65] revealed these applications can infer patient daily
and private activities such as showers monitoring, cooking
monitoring, eating monitoring, and leaving or incoming home.
Keeping in view, there is a tradeoff between QoS and privacy,
since increased privacy demand has an impact on the QoS of
the employed network, as shown in reference [66]. Consider-
ing the correlation factors of these networks, authentication,
and communication need a cooperative mechanism for better
results. Therefore, the researchers, stakeholders, and healthcare
experts are acknowledged to devise cooperative protocols to
fix this issue.
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D. QoS Challenges With Interoperability

Heterogeneous IoT networks intended in the healthcare
domain produces an immense piece of real-time information
that follows layer-wise open system interconnection (OSI) to
share this data in the network [67]. Patient wearable devices
connected heterogeneity can arise QoS issues in terms of
their features, size, vendor, operation, and application-specific
requirements etc., [68]. Despite patient wearable devices het-
erogeneity, the perspectives like complex technologies inter-
connection, data formats, routing protocols, authentication
schemes, hardware and software compatibility, data semantics,
transmission frequencies, followed by processing strategies
are the most indispensable challenges associated with any
healthcare IoT network that could improve QoS standard in
collaboration [48], [69]. To highlight the provocations of QoS
that are interlinked with healthcare IoT networks in terms
of the aforementioned attributes are broadly summarized in
figure 4 and consequent subsections.

0) QoS challenges technical interoperability: As the health-
care IoT is rising and expanding without a proper established
plan, it arises many problems in terms of technical interop-
erability. Most commonly this is seen in the expansion phase
of existing healthcare IoT applications in the COVID-19 and
will be anticipated to recapitulate in the coming years [48].
As a result, it knocks the door of technical interoperable
challenges, which could be detrimental for the QoS of these
applications. In literature, several technical interoperable solu-
tions are presented to fix this problem [69]-[72], but most of
them are circumstantial to the system, conditions, or ostra-
cize the flag of QoS, which is the central interest of these
applications.

p) QoS challenges syntactic interoperability: In healthcare
IoT applications, the term “syntactic interoperability” pertains
to the data edifice, configuration, and formats that could
be utilized for transmission in the network across various
platforms [73]. Syntactic interoperability intends to smooth
the transformation of messages amidst patient wearable IoT
gadgets in an operational network. Despite that, syntactic
interoperability would be accomplished through pre-defined
interconnectivity, data structure, format, and encoding, which
is overlooked during the extendibility phase of existing appli-
cations in the COVID-19 pandemic [74]. To tackle this prob-
lem, the middle-ware like interface could be effective such
as discussed in reference [75], whereas the author’s used
a software-defined gateway to dynamically control patient
wearable devices to maintain a high standard of QoS in the
network. The major problem with current solutions is that
they focus only on data consistency rather than a dependable
interface structure, which is the most important aspect of these
problems to be grasped for successful results.

q) QoS challenges semantic interoperability: Semantic inter-
operability is linked with web technologies to query and
answer the things in the employed network as a potential
method to maintain coherent relations across diverse exper-
imental infrastructures [76]. However, the majority of existing
techniques use the top-down approach by stipulating only
framework and meta-directory service, which is not a concrete
solution for emerging applications [77]-[79]. Therefore, the

involved parties need to set down around a single table
and decisive more productive framework by considering all
challenges correlated with semantic interoperability.

E. Comparative Analysis of the QoS Challenges

Section 3 cannot be concluded without comparative analysis
with rival review papers, because to the best of our knowledge
most of them present survey papers present only one aspect
of these challenges, which is far beyond the true picture of
fundamental obstacles incorporated with these applications to
be considered to improve the standard of QoS. In addition,
the challenges highlighted in this review are collectively the
prerequisites of any IoT application, they demand a high stan-
dard of QoS requirements. Therefore, the research community
is acknowledged to assume all of them, while devising new
techniques, modifying the existing one’s or expanding the
networks. Table IV, exhibit the comparative analysis of our
paper in the presence of existing survey papers that how our
work is unique from them in term of QoS challenges.

IV. OPPORTUNITIES WITH FUTURE
RESEARCH DIRECTION

In this section, we will go through the research gap by
assuming the highlighted requirements and challenges to set
the footprint of future work in this domain with urgent or
need-based scalability of existing IoT applications and par-
ticularly healthcare IoT. To do so, we have highlighted the
undermentioned viable research direction in light of identified
requirements and challenges to improve the standard of QoS
in these applications.

A. Machine Learning Based Solutions

The performance, applicability, and reliability of machine
learning techniques in IoT applications and especially in the
healthcare sectors cannot be ostracized, because they are pretty
handy to contrive network traffic with respect to the usable
bandwidth in wired and wireless communication infrastruc-
ture [80]. In the healthcare domain, management of patient
wearable devices and network traffic in the physical and trans-
port layer via machine learning techniques could be extremely
effective and productive in the context of improved QoS
standards. Therefore, researchers, vendors of patient wearable
devices, network administrators, and healthcare enterprises are
acknowledged to utilize machine learning algorithms in dif-
ferent phases to take benefit of them in adaptive technologies.
Consequently, it is also appropriate to specify that supervised,
unsupervised, and deep learning algorithms could be extremely
helpful in this regard to increase the fecundity of the employed
network by following layer wise communication model.

1) Machine Learning-based Routing Protocols: Ade-
quate traffic administration via routing protocols can
play an animate role in the QoS of a network. There-
fore, ML-based routing protocol could efficiently train
network devices by predicting or analyzing the available
transmission channel to transmit data from the origin to
the targeted location.
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Fig. 4. Interoperable challenges in healthcare IoT.
TABLE IV
COMPARATIVE ANALYSIS OF OUR ARTICLE WITH PRESENT REVIEW STUDIES
Challenges Name Al-Humairi et  Aman et al. [28] Malliga et al. [29] Agarwal et Siriward- Alsamhi et Our Survey
al. [27] al. [30] hana et al. al [32]
[31]
QoS Challenges with data itoring
Drone-based monitoring No No No No No No Yes
Interactive  session base | No No No No No No Yes
monitoring
Real-time data monitoring Yes Yes Yes Yes Yes Yes Yes
QoS Challenges associated with Architecture
Network Layer-wise chal- | Partial Yes No No Partial Yes No No Yes
lenges
Particular Hardware & Soft- | No No No No No No Yes
ware
Communication Challenges | Yes No Yes No No Yes Yes
QoS Challenges associated with Improved Security
Trust Management Chal- | Yes Yes Yes Yes Yes Yes Yes
lenges
Data Preservation | No No Partial Yes No No Partial Yes Yes
Challenges
Privacy Challenges No No No No No No Yes
QoS Challenges associated with Interoper-
ability
Technical Interoperability No No No No No No Yes
Syntactic Interoperability Partial Yes No No Partial Yes No Partial Yes Yes
Semantic Interoperability No No Partial Yes Partial Yes No No Yes

2) Data collection and Transmission: Machine Learn-
ing play a pivotal role to analyze collected data at
the origin by following their train classifier to trans-
mit only important information and discard unneces-
sary data at the origin, which improves the QoS stan-
dard because the liable devices only share important
information.

could

1y

B. Blockchain Based Solutions

In heterogeneous healthcare IoT applications, the role of
blockchain technology can not be dumped in these appli-
cations, because they are very productive while contriving
distinct assignments in the decentralized environment [81].

2)

In literature, the QoS issue is omitted in the context of
blockchain-based communication, if the research community
interprets and investigates new techniques to manipulate this
problem in blockchain communication infrastructure, then it

be very helpful to achieve better results.

Predictable model: QoS of employed healthcare IoT
networks can be enhanced by designing predictable
models with the help of ML techniques to follow and
forward communication details of an individual patient
to the concerned server, base station, or service provider
in blockchain communication infrastructure.

Data Synchronization: Data synchronization and eval-
uation is another research direction utilizing blockchain
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TABLE V
COMPARATIVE ANALYSIS OF OUR ARTICLE WITH PRESENT REVIEW STUDIES

Challenges Name Al-Humairi et Aman et al. [28] Malliga et al. [29] Agarwal et Siriward- Alsamhi et Our Survey
al. [27] al. [30] hana et al. al [32]
[31]

Machine Learning based Solutions
Machine  Learning-based | / [ V4 [4 ® ® V4
Routing Protocols
Machine algorithm in hard- | & Vv [034] Vv (0] V4 Vv
ware and software interop-
erability
Different technology inter- | & X X ® Vv ® v
operability via ML
Role of ML algorithm in | +/ (0] [0 V4 ® v v
data collection & transmis-
sion

Blockchain based Solutions
Predictable model X V4 X ® ® v v
Blockchain based interoper- | & X Vv 024 ® ® v
ability
Data Synchronization in | +/ X 03] V4 ® V4 Vv
blockchain

Edge computing based solutions
Data Management via ML | @ ) [24 ® ® v
techniques
Routing in Edge computing | +/ X Vv Vv ® v Vv
Data management [ N X vV v X v

Fog and cloud computing based solutions
Data management [9) V4 [ v vV ® v
Interoperability Vv X 0% ® (= v v
Routing Fog and Cloud | @ X v v v ® v
computing
ML in Fog and Cloud com- | / X X 039 ® v v
puting

Software defined network based solutions
Controller node based traf- | & (9] [034) 9] Vv 0% Vv
fic management
Controller node based re- | @ X 03] (024 ® ® v
sources management

infrastructure to promote the QoS metrics of employed
healthcare IoT applications.

C. Edge Computing Based Solutions

To intensify the QoS metrics in healthcare IoT applications
practiced in the connection of the COVID-19 pandemic,
the role of Edge computing cannot be overlooked, because
efficient edge computing with help of ML techniques and
routing protocols could be remarkably propitious for these
applications [82]. At present, the literature lacks to presents
such useful techniques to fix this problem. Therefore, the
involved in this domain are acknowledged to utilize this
emerging technology for the sake of better QoS demands.

D. Fog and Cloud Computing Based Solutions

Fog and cloud computing could be also very useful in the
extended applications of healthcare IoT in the COVID-19 to
enrich network performance in terms of QoS attributes [83].
Therefore, intelligent gadgets producers, researchers, network
managers, and healthcare experts need to pay collective
attention to-ward the utilization of these technologies, while
designing hardware, protocols, or ML techniques to attain
better results.

E. Software Defined Network Based Solutions

Software-defined (SDN) network is an alternative research
direction to enhances the QoS attributes of extended healthcare

IoT applications by utilizing controller nodes in the networks.
Although, SDN is in use for a quite long time, but their
applicability is snubbed during the COVID-19 pandemic when
existing healthcare IoT applications are utilized for additional
tasks. Therefore, the SDN could be an alternative choice to
manage and direct network traffic with the help of controller
nodes to enhances the QoS attributes.

F. Discussion With Comparative Analysis

To confirm the contribution and originality of our review
article, we will again compare this section to other state-of-
the-art review articles to see how our work deviates from them.
As we mentioned and highlighted in the earlier sections that
the present survey papers only focus on an individual aspect,
and somehow they are failed to present the true picture of
these attributes, and technologies to magnify the QoS norm in
these applications. Indeed, we acknowledge all the potential
investigation directions in this subsection to set the road map
for improved QoS attributes in these applications. Apart from
this, in table V, we also compare them with rival review papers
to assert the innovation of this work.

V. CONCLUSION
In this review article, we have presented a thorough review
of the QoS requirements and challenges regarding smart
sensing in healthcare IoT applications with an objective to
underline the limitations of the present literature, and highlight
or set future research opportunities that could be effective in
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the redressal of the identified limitations. Initially, we have
had taken into account the existing IoMT applications par-
ticularly used in the connection of the COVID-19 pandemic
from 2019 to 2021. In the beginning, we had a thorough
evaluation of the present literature associated with the QoS
of these applications to identify the most disastrous specifi-
cation interconnected with them. In the consequent section,
we continued our discussion to point out and highlight the
challenges interlinked with these applications, that are still
unresolved. In section IV, we followed the set road map of
the preceding sections such as requirements and challenges to
highlight the possible future research directions by considering
the existing limitations of present literature to enriched QoS
attributes in these applications. To claim the uniqueness of
this work, we compared each section with rival review articles
to certify the contribution and novelty to this work with the
objective to answer the question why this article is different
from them.
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