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ABSTRACT This paper designs an observer-based controller with a dynamic event-triggered strategy for
networked control systems with external disturbance, system uncertainty, and unknown periodic Denial-of-
Service (DoS) attacks. First, the system under DoS attacks is modeled as active subsystem and dormant
subsystem by using the switching system method. The controller is built based on dynamic event-triggered
sequence and observer with the hold-input method used as the control signal for DoS attacks active
subsystem. An augmented system is constructed with the time delay method, and the Hy, performance index
of the closed-loop switched system is given. Then, using Lyapunov functional theory and some technical
lemmas, the sufficient conditions for the stability of the system are given without the disturbance, and with
disturbance, the sufficient conditions for the closed-loop system with Hy, performance index are deduced.
Finally, a numerical example is given to verify the effectiveness of the theory. Through the minimum
optimization problem, the H, performance parameter is optimized to increase the disturbance suppression
degree of the system.

INDEX TERMS Dynamic event-triggered scheme, networked control systems, denial-of-service attacks,

uncertainty, Ho, performance.

I. INTRODUCTION

In recent years, due to the rapid development of sensor
and communication and computing technology, networked
control systems have captured more and more attention.
Networked control systems have advantages in information
sharing, low installation cost, easy maintenance, and high
flexibility. Thus, they are widely applied in many fields,
including industrial control, smart grid, petrochemical, auto-
mobile device [1].

As introducing a communication network into the tradi-
tional system destroys the system’s closure, the open indus-
trial network is vulnerable to network attacks [2]. The studies
in [3]-[5] demonstrate that the common security threats of
networked control systems are DoS attacks, which attempt to
transmit a large amount of invalid data and occupy limited
network resources, leading to ineffective data transmission,
thus affecting the regular work of the system. However, most
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of the studies of DoS attacks are focused on researching DoS
attacks signal detection [6]—[8] and system security control
[9]-[11]. The network attacks could be detected effectively
by the attacks detection algorithm in [7], but missed signal
detection is inevitable for the change of network attacks.
Therefore, it is crucial to design the proper robust control
strategy to preserve the stability of networked control systems
with network attacks. In fact, the assumption that the energy
of DoS attacks is limited is significant for researching the
security of networked control systems. For one thing, in [12],
based on the asymptotic stability of the system, it is proved
that DoS attacks tolerated for the system are limited in energy
and duration. For another, it is pointed out that DoS attacks
are limited in power from the perspective of attackers in [13].

Actually, the researches of networked control systems are
about network security and how to improve the utilization
of network bandwidth. Some event-triggered strategies have
been intensively worked on [14]-[17] to solve limited net-
work system resources. Only when a specific event occurs
can the control rate be updated, or the transmitted signal

VOLUME 9, 2021


https://orcid.org/0000-0002-0068-1200
https://orcid.org/0000-0002-8202-7762

L. Huang et al.: Observer-Based Dynamic Event-Triggered Robust Hy, Control of Networked Control Systems

IEEE Access

keeps the latest value. Compared with the traditional time-
triggered strategy, the event-triggered strategy saves the band-
width resource of the networked control systems in [15].
Research into event triggering should pay attention to the
fact that the minimum interval time between events must be
strictly greater than zero to avoid Zeno behavior. One way
to overcome this problem is to employ an event-triggered
strategy based on sampled data [16]. To further save band-
width resources, [18] proposes a dynamic event-triggered
mechanism. By introducing an additional variable, the event-
triggered number is reduced while holding the stability of
the system. A new dynamic event-triggered mechanism is
designed in [19], and by setting the threshold value of
the dynamic parameter, the parameter neither decays pre-
maturely nor increases excessively, which generates fewer
transmissions. The analysis and synthesis of networked con-
trol systems based on dynamic event triggering have also
been discussed in [20]-[23]. Under the same control perfor-
mance as the static counterpart, the dynamic event-triggered
strategies generate fewer events. Besides, [19] research-
ing dynamic event-triggered mechanism based on sampling
instant can also avoid the Zeno behavior.

There are growing focus on event triggering and security
control of networked control systems. In [24], using the
active period and dormant period of DoS attacks, the resilient
event-triggered strategy based on output is designed, and
the strategy and DoS attacks are integrated into a unified
framework by switching system theory. In [25], considering
the practical engineering applications, and the state of the
system is hard to get all, the networked control systems
with periodic DoS attacks based on state observer are stud-
ied for resilient event-triggered control, and the observer
and controller of the system are designed collaboratively.
Although some static event-triggered methods have been
developed with the DoS attacks, only a few results consid-
ered dynamic event-triggered strategy into account. In [26],
resilient dynamic event-triggered strategy is designed to
study the control problem of power systems under DoS
attacks and transmission delay. Based on [25], to reduce the
control update frequency, the parameters of dynamic event
triggering, observer, and controller are designed collabora-
tively in [27]. Considering that the information transmission
between the sensor and the controller may be subject to
asynchronous DoS attacks, [28] proposes a resilient con-
trol method for dynamic event triggering, and the designed
dynamic event-triggered strategy generates fewer events than
static event-triggered strategy.

To sum up, this paper mainly assumes that DoS attacks
energy are limited. Compared with [25], this paper discusses
more common attacks with the unknown period, while the
above resilient control strategy mainly adopts the zero-input
method to compensate for the impact of DoS attacks on the
system in [25]-[28]. Considering that the performance of the
hold-input strategy may be better for the compensation of
the unstable system, this paper takes the hold-input method
to design the controller and studies the secure dynamic
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event-triggered control of the networked control systems with
uncertainty and external disturbance. The novelty of this
paper lies in two aspects:

1) Different from [25], [28], [29], considering a more
complex networked control systems with DoS attacks,
external disturbance, and uncertainty, sufficient con-
ditions are given for robust asymptotic stability of
the system without disturbance, and with disturbance,
the sufficient condition for the closed-loop system with
H, performance index is deduced.

2) Comparing with results in [28], by introducing an inte-
gral inequality to deal with the integrals with deriva-
tives in Lyapunov-Krasovskii functional, a low conser-
vatism condition is obtained with an additional param-
eter, using the hold-input strategy to realize faster and
more smoothly the stability of the system.

Notation: R" denotes the n-dimensional Euclidean space
and R is the set of n x m real matrices; the superscript
T stands for matrix transposition; the symbol *x represents
each of the symmetric blocks; £,[0, co) denotes the space
of square-integrable vector functions defined on [0, 00); [
and O represent identify matrix and zero matrix with proper
dimensions, respectively.

Il. PROBLEM FORMULATION AND MODELING
Consider a class of networked control systems with uncer-
tainty and disturbance:

x(1) = [A + AAx(r) + [B1 + ABlu(t) + Bw(t),
() = Cx(1),

where x() € R” is the plant state, y(t) € R? is the plant
output, u(t) € R™ is the control input, w(t) € R? denotes
the disturbance input belonging to £,[0, 00), A, By, B, C are
the known parameter matrices with suitable dimensions, and
AA, AB are the unknown time-variant matrices representing
norm-bounded parameter uncertainties, which are assumed
to be of the form [ AA AB| = HF (t)[ E| E; |, where H, E;
and E» are known constant matrices with suitable dimensions,
and F(¢) is an unknown time-varying matrix function, which
satisfies the inequality condition F T(t)F(r) < I for all t.

InFig.1, the unknown periodic DoS attacks can be modeled
as the following switching signals

€))

D) — I, telgngnth), ?)
O, t e [gn—i-hn, gn—&-l),

where [g,, g, + h,) denotes the sleep interval of the nth
DoS attacks with normal transmission, and [g, + Ay, gnt1)
denotes the active interval of the nth DoS attacks with inter-
rupted transmission. {h,} represents the time instants when
DoS attacks are sleeping, and {g, + h,} represents the active
start time of the nth DoS attacks which end at g,,+1.

In order to simplify the derivation, let H;, =
[gn, gn + hp), HZ,n = [gn + Iy, 8gn+1), in = &nI2n =
8n + hu.
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FIGURE 1. Observer-based dynamic event-triggered control for the
network system with unknown periodic DoS attacks.

Assumption 1: Same as [29], n(t) is the number of the
positive edge triggering of DoS attacks in the current period
[z, 00). There are two real scalars v > 0 and I’ > O for all
t > 0 that satisfy

n(t) < v+ % 3)

Assumption 2: Same as [29], E(?) is the total duration of
DoS attacks within n(¢) of the current positive edge trigger-
ing. There are two real scalars w > Oand I'p > Oforallz > 0
that satisfy

= s
[EM)] <o+ o 4)

Considering the following full-dimensional state observer
for system (1)
3() = AR() + Bu(®) + LO[H0) = Y01, )
(1) = Cx(1),
where x € R” is the observer state, € RY is the observer
output, and L(¢) € R"*7 is the observer gain to be designed

as
Ly, teHp,,
L(t) _ 1 1,n
Ly, teHy,.

From Fig.1, h > 0 is the sampling period, #;A is the
sampling time, and #;/ is the latest trigger time, , #y € N.
During the nth dormant DoS attacks, the jth sampling is
defined as 1, n,t",j € N, and t!'h is the current sampling
time. If £'h satisfies (6) as follows

0n (tkh) + o1 (th) Q% (t1h)
T
— [x (tj”h> _ (tkh)] Q [x (tj"h) _z (tkh)] <0, (6)
the data will be transmitted and the trigger time will be
undated.
To compensate for the impact of the system from the active

DoS attacks, we designed the data transmitted at g,4; which
represents the end of the nth DoS attacks. Therefore, the
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transmission instant of observer state x is determined by
dynamic event generator which is as follows

tynh € {t/"h satisfying (6) | t/"h € H1,n} U{gnﬂ}‘ @)

In 6), 6 > 0, 0 € (0,1), Q is a positive definite
symmetric matrix to be designed, and the dynamic parameter
n(t) satisfies

—B((1)) — 01 (txh)
+&T (teh) AX (txh) , n(t) < 7, ®)
Bm@)) — 6n (tch) , n(t) = 7,

() =

where ¢t € [ty nh, ti+1,,h), A is a positive definite weighted
matrix to be designed, § is a function of class Ky and
satisfies Lipschitz continuity, and 7 is an adjustable parameter
according to the actual condition.

Remark 1: In order to avoid Zeno behavior, the designed
trigger condition is based on the sampling time of the system,
so the minimum event-triggered interval of the system is an
integer multiple of the sampling period.

Lemma 1 [19]: Suppose B is a K class function and
satisfies Lipschitz continuity, let o € (0, 1), no > 0,6 > 0.
If h, 6 satisfy h < —% In e N> 0 for any ¢ € [0, c0).

Considering the switching signals of DoS attacks, the con-
troller of the system (1) is designed as follows

u(t)
_ Kix (tk)nh) , te€ [tk,nh, tk+1’,,h) N Hy .,

K% (tk(my,nh) » t € [tkny.nhts trkiny+1,0h) N Ho ®
where K, K; are the controller gain matrices, the sequence
tx.nh is determined by iteration of the trigger condition (7),
ton = 8 h > 0,k € {0,1,--- ,k(n)} = K(n), k(n) =
sup {k EN | thn < gn+ hn}, te(n)+1,n1 > gn + hy. From the
above definition, it can be known that #(,) ./ is the k(n)th
normal triggering within the time of the nth dormant DoS
attacks.

In order to simplify the derivation, similar to [25], let
Ri.n = [tk.nh, teg1,nh). Substitute (9) into (1), we can obtain

X(1) = [A+ AAlx(1) + [B1 + ABI K% (tx nh)
+Bow(t), t € Re,NHy,,

X(t) = [A + AAlx(1) + [B) + AB] Ka% (tr(ny,nh)
+Bow(t), t € Rimy.n NHap.

(10)

Ry n 1s divided into inter cell according to sampling interval
as follows

Pk,n
Rin = [tknh + m— Dh,ty yh+mh) . (11)

m=1

where k € K(n),n € N, pr, = inf{m € N | tx ,h + mh
> fk+1,0h}
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For k € K(n), n € N, same as [29], two piecewise
functions are defined,

t —tknh, t € [tknh, tinh+h),
t —typh—h,

t € [tk wh + h, tx uh + 2h),
Ten(t) = 3. (12)

t — tinh — (pk,n—1) b,

t € [tenh + (Prn—1) h, tkg1.0h)
0,1 € [tk nh, tx wh + 1),
% (txnh) = % (tenh + 1),

t € [tinh + h, ti uh + 2h)
ern(t) = 3. (13)

x (tk,nh) - (tk,nh + (pk,n—l) ) h) )

t € [tknh + (Prn—1) b, trig1,0h)
it can be concluded that i ,(t) € [0,h),t € Ri,, and
X (tk’nh) =X (t — ‘L’k’n(l‘)) + ek n(t), t € R p.

The error state is defined as e(¢) = x(¢) —x(¢), and the aug-
mented state is 7 (r) = [x7 (1) ¢’ (1)], then the augmented
system is derived as follows:

E(t) = A1E(t) + Bi& (t — Tn(0)) + Brex n(t)
+Bw(t), teRr,NH],,

f(l) = ArE(t) + Bzf (l — Tk(n)’n(l)) + Bzek(n),n(t) (14)
+Bw(t), t € Riuy.n NHan,

where
Ay — [A+AA 0O
'Z| A A-Lic|

[Aa+aa 0 _ [ B
=1 A A—ch]’ B‘[—B]’

B [ BK; + ABK; B BK> + ABK>
S ;) SR ~| aBK, |’
B — [ BK; + ABK; BK; + ABK;
"T | aBk ABK; |’
B — [ BK» + ABK> BK> + ABK»
2= ABK» ABK»

In this paper, we design a robust dynamic event-triggered
controller (9) based on the observer (5) for the networked
control systems (1) with unknown periodic DoS attacks (2)
so that the closed-loop switched system (14) satisfies the
following two conditions:

1) When the external disturbance w(t) = 0, the closed-
loop switched system (14) is robust asymptotically
stable.

2) When the external disturbance w(¢) # 0, the system
in its initial state x(#) = O satisfies the following Ho
performance

ly®ll2 < yllw®ll2,  Yw() € L2[0, 00).  (15)

VOLUME 9, 2021

In order to facilitate, the lemmas are given for the treatment
of uncertainty and integral item in Lyapunov functional.

Lemma 2 [30]: If there are two known matrices D and E
of proper dimensions and F(¢) satisfies F7 (1)F(t) < I, there
is a scalar & > O such that the following inequality holds

DF()E + ETFT()DT < ADD" + 27 'ETE.
Lemma 3 [31]: For constant matrices T,R = RT > 0,
scalars d| < d(t) < dp, a vector function x : [—dp, —d|] —

R" such that the integration in the following inequality is well
defined, then it holds that

1—d
(di — dz)/ 1)'cT(oz)R)'c(oz)aloz
t—dp

T
sﬁT(t)[I I 0] W[I —10 }z?(t), (16)

01 —I 01 —I
where 97(t) = [xT (t—di) xT(t —d@) xT (t — dv)],
W = [_R T } <0.
* —R

Ill. MAIN RESULTS

Lemma 4: Given fixed DoS attacks parameters v > 0, " > 0,
o > 0, 'p > 0, the feedback control gain matrices K1, K>,
the observer gain matrices L1, Ly, and the parameters o1 > 0,
ar > 0,0 >0,h>0,¢e1 >0, e > 0, if there exist positive
definite symmetric matrices P > 0, Q1 > 0, R; > 0, P, >
0,0, >0,Ry >0,21 >0,A >0, Q2 > 0and matrices 71,
T, of appropriate dimensions, such that the following matrix
inequalities

B CfD}] * * *
N hR]ﬁ] —R; % *
d> == A 0, 17
! E 0 —&l % = an
L 0 0 HT —&l1
- &2 oT rT
& Ry E] 0
b, = | MReF2 =R 00 g
E> 0 —el H
L0 0 AT —&'I

B = |:1?11 11:712 B1Ky B1K1 00 B1K1i|’
FzFy 0 0 00 O
Fii=A+eHH Py, Fip=eHH P,
Fi3 = etHH P11, Fiy=A—LiC+eHH P,
Ey = [E1 0 B2K1 E2K1 00 ExK |,
Py = |:1:Vzl 1?22 ByK> BoK> 00 BZKZ] ’
F3Fy 0O 0 00 O
Fy) = A+ eHH Py,  Fp = eyHH Pay,
Fy3 = e;HH Py, Fay = A —LoC + eHH Py,
A=[H"H"]",
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f‘{l * * % ok ok ok
lel F%z * * * ok %
f‘;] —TIT3 A;3 * ¥ % %
51 _ | P Pl ~1 &1
qDll - F4T] F%g Aglg 4%-‘ A*l k * ,
e T et s
le Ty =T Tey 0 Tgg *
| T4 0 0Q 0@ 0 0 T |
where
rl— —2aih
I}y = 2P + He{P11A} + Q11 — e Ry
+e P\ HHT Py,
Fél = e/PHH Py,
03, = KIBTPyy — T +e72"Ryy,
04, = KIBTPy — 1L, T3 =KIBIPy,
F%2 = 201P1p + He{P12A — P L1C} + Q12
—e 2Ry 4+ &1 P HHT Pyy,
[ =0Qi+ A+ He iTll - 6_2“'hR11} :
Pl =gy =€ "Ry — T},
Pl =0Q +A+ThL+ T,
[jy =0Q + A+ He {T14 — 8_2"“th2] ,
Py = e "Ry — 1),
F515 = _e—2a1hQ11 - e—2a|hR11’
[ge = —e M0y —e "Ry, T, = (0 — DR,
and
_f‘%l k % k k k k 7
0 f‘%z * * * % %
f%l —T2T3 f‘gg * * ok %k
=12 12 2 2 % x x
! A s ’
T2T1 T2T3 F53T _AT223 55 jkz *
Ty, Tyy =Ty Ty 0 Tg *
[ T2, 0 0 o2 0 0 I'Z
where
3, = —200P11 + He {Py1A} + 021 — ¥Ry
+82P21HHTP21 ,
f‘%l = KZTBTPZI - TZY; + eZotthZh
3 = K B'Pu —Tj,, T3 =K] Bl Pa,
13, = —2ayPy + He {P2nA — PnL,C)
+02 — "Ry + e3P HHT Py,
I3 = o+ He {Tzl - 6_2“2hR21} ,
ﬁz%Z = ﬁg4 = ezath22 - TZI;V ﬁ%3 =0 + ng + T»3,
3 = o+ He {T24 - ezathzz} ,
f~§3 — e2a2hR21 _ T2]1’ fwgs — _eZathzl _ eZathzl’
f§6 = —ezathzz — e*2hRy,, f%7 = (0 — )2y,
145630

it can be obtained

e 2= DW (11 ,), 1 € Ren NHyp,

19
22 (1=12) W, (tn), 1 € Rigyn NHo . (19

W) < {

Proof: An candidate Lyapunov-Krasovskii functional for
the closed-loop switched system (14) is constructed as
follows

Vi(t) +n(t), t€ R, NHy,i=1,

: (20)
Vi), t € Riyn NHy i = 2.

Wi(t) = {

n(t) is defined by (8), B(n(t)) = —2a1n(t), and V;(¢) is con-
structed as

Vi = eT()PiE(t)

t .
+ | ET ()P 0k (5)ds
t—h

0 t )
+h f ET (5)2 V' Ut=9IRE(5)dsdO, (21)
—h Jt+6

where P; > 0,0; > 0,R; > 0,i € {1, 2}.
Wheni=1,w() =0,

W(t) = Wi (), (22)

by taking the derivative of Vi(¢) along the trajectory of the
system (14) att € Ry, NHy p,

Vi) < ETP1E@) + ET(OP1E@®) + ET(1)Q1E(0)
—£T(t — mehQ E(t — h) + *ET (R E(1)

t
—h f ET(s)e 2N MR E(s5)ds, (23)
t—h

applying Lemma 3 to the integral term

t
—h / ET (s)e 2R & (s)ds,
t—h

we can get

t
—h / ET(5)e 2R E(s)ds < 9T ()Z10(1),  (24)
t—h

where

—e2hpR, * *
Z, = Z11 Zi2 * ,
T]T e—ZOllhR _ T]T _e—2a1th

Zy = e "Ry — T, Zj,=He {Tl - 6_2“‘hR1} )
o7 =[670) € (1 —wa) & -n].
Substituting (24) for (23), we can get

Vi) < =21 Vi(1) 4+ 21T ()P 1E(1) + ET (1)P1£(1)
+ETPIED) + ET(DQ1E@1) + WPET (DR E(r)
—£T(t — me 2 Q1e(t — h) + 0T (HZ19(1). (25)

Define
=70 & (—waw) €c—h o0l
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According to (8) and (25) we can obtain
Wi(1) < =201 V(1) — 2e17(0)
+eTO@], + R FI RIFI1(1),

let ®; = @], + h*FI R Fy, and ®; < 0. To apply Schur’s
Complement Lemma [30], we can obtain

@l *
_ 11

q)l_[hR]F] —Rli| <0, (26)
where F| = [A; By 0 By | and

FI:I >|; * *

r r * *

®), = S L <0,

Ty Ty Tys *

BTP 0Q1G 0 (0 — D
where

Tl = 2a1Py +ATP) + PiA; + Q) — e 21hRy,

Tl, = BIP  —T] + 2Ry,

Il =oG"Q G+ A + He {T1 - e_zo“th} ,

Tl =e 2R — 1],
G=[I11].

1 —2a1h —2a1h
I'5=—e O — e YRy,

To eliminate the uncertainty in 1, we obtain ®; < <i>1,
and the form of ®; is shown in (17) of Lemma 4.

Obviously, if ®; < 0 then ®; < 0, W(r) < —2a; Wi(1),
when ¢ € R, NHj ,, we can obtain

W(t) < e 2001wy (1) .
When i = 2, w(r) = 0,
W(t) = Wa(2), 27

in the same way by taking the derivative of V,(¢) along the
trajectory of the system (14) at t € Ry, N Ho », we can
obtain

Wa(t) = Va(t) < 22V (1)
+7 [ 03, + PFI R | 20,

let @ = @2, + h*FIR,F,, taking Schur complement of
@, < 0, and it can be obtained to

_ q)%l *
@y = [thFz _RJ <0, (28)

where F, = [A2 B 0 32], and

F;l 4; * *
r r * *
of =| 3 ¥ <0,
~T2 5, Ty
BIP, 0G0 (0 — D
where

F%l = —2aoP> + AgPQ + PA> + Qs — eZathz’
3, = BIPy — T] + &4hR,,
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2, = 6G' G + He [T2 - eZ“thz} ,
I3, = "Ry —T], T3, = —*2hQ, — 2Ry,

Similarly, the uncertainty of (28) is eliminated to obtain
oy < <i>2, and the form of <i>2 is shown in (18) of Lemma 4.

Obviously, if &32 < 0 then &, < 0, Wz(t) < 20 Wh(t),
when t € Ri),» N Hy ,, we can obtain

W) < 22020 W, (1) .

The proof is now completed.

Remark 2: Since the closed-loop switched system has time
delay, Lyapunov-Krasovskii functional with the integral term
is designed to deal with the delay effect of the system. In [25],
the integral term is processed by the free weight matrix, and
an additional constraint is introduced. In this paper, the inte-
gral term is processed by Lemma 3 in [31], and no redundant
constraint is introduced, thus providing a low conservative
condition.

(19) is a sufficient condition that will be used to prove the
asymptotic stability of (14) in Theorem 1.

Theorem 1: Given fixed DoS attacks parameters v > 0,
I'>0,w>0,Tp > 0, feedback controller gain matrices K,
K>, observer gain matrices L1, Ly, and parameters o1 > 0,
ay > 0,0 >0,h>0,61 >0,80 >0, u; >0, up >
0, if there exist positive definite symmetric matrices P; > 0,
01 >0R >0,P, >0,0,>0,R >0,Q2 >0, A >
0, Q2 > 0 and matrices T, T, of appropriate dimensions
satisfying the inequalities (17) and (18), and satisfying the
following conditions

Py — uPr <0,
01— u202 <0, (29)
Ry — u2Ry <0,
Py — M162(01+a2)hp1 <0,
0> —u1Q1 <0, (30)
Ry — iRy <0,

1 2 h 1

n(uip2) /2 (e +az) + LN 3D

r I'p o1+ az

then the closed-loop switched system (14) is robust asymp-
totically stable under unknown periodic DoS attacks (2).
Proof: From (29) and (30) we can get

uaWo (tl_,n) +n (tl,n) > W (tl,n) , Le [tl,ns t2,n) s
ety Wy (tzf ) > Wa (f2n), t € [t tins1) -
(32)

Whent € [t1 ,, 2,,], from the DoS attacks assumptions (3)
and (4) we can obtained
W(t)

< e 2= Wy (1)

< . < ORGe)htin(u po)+ e +20) B0 -2l gy, ()
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+ %) =P D2(e1+aa)h+In(uy o)+ +202) E(f—pT)]
p=0
xe 2P D (pT). (33)
In the same way, when ¢ € [ 5, t1 n41], We can get
W)
82a2(l—tz.n) W, (lz,n) <

L @t hingu )+ Ca+2a) 80-2alty, (o)

“2

n(t)
_’_L Z =P 2(a1+a2)h+In(uy o)+ +202) E(r—pT)]

N2

IA

IA

xe*ml(f D). (34)

1, teHy,

, We can get
1py. t € Hypy &

In order to simplify, let u = {

n(t) _
W) < pu | Wit + ) " n(pT)eh P | (35)

p=0
where
B1 = v(In(uip2) + 2(a; + a2)h) + Q2o + 2a0)w,
Bi(pT) = (v — pF—T)(ln(mm) + 2(a1 + a)h)

pT
+QCo 4 2002)(@ — =),
I'p

B2 =t/T((npip2) + 2 (ar +az)h)
+t/Tp oy + 20p) — 201 2.

From (31) and (35), when ¢t — oo we can get 8, — 0, and
from (8) we can get n(pT) < oo. To sum up, when ¢ — oo,
we can get W(r) — 0. It can be known from Lyapunov
functional theory that closed-loop switched system (14) is
robust asymptotically stable.

The proof is now completed.

Theorem 2: Given fixed DoS attacks parameters v > 0,
' >0,w > 0,p > 0, if for some parameters «; > O,
oy >0,0 >0,h>0,81 >0,8p >0, u; >0, up > 0, there
exist positive definite symmetric matrices X € R21x2n 5, (),
Ql e R2n><2n = 0 Rl e R2n><2n > 0 X, € R2n><2n > 0,
Q) e R 5 (0 Ry e R0 5 0. Q) e R™" > 0, A €
R > 0,Q, € R™" > 0 and matrices T, T» of appropriate
dimensions satisfying the inequality (31), and satisfying the
following LMIs

B q_D{l * * * *
]’lFl )\%Rl — 20X % * *
o, = E; 0 —e1l % * <0, (36)
0 ar 0 —&'I *
| C 0 0 0 -]
[ @2, * * x % |
th A%Rz — 20Xy % * *
Oy = | E» 0 —&el % * <0, (37)
0 AT 0 —&'l %
| C 0 o 0 -]

145632

[ —pXo  *
X _XI}SO, (38)
[ e2@rta)hy
nie ok |
_ X, _XJ <0, (39)
[ —1120, *
_ <0, 40
L X A0 —2)»3X1] - “0)
[ —paRs *
p.¢ 22 R] — 2)»1X1:| 0, @1
[ —1101 *
0, 42
X1 X2Q2—2X4X2:| 42)
[ — 1Ry *
_ <
X )\%Rz—zxzxz] 0 “43)
where
_f‘h * * * * ok ok x|
F%l F212 * * ko ok ok %
f‘;l —_17:; 1:1:1»53 *k %k k k k
Y =Y T S Y
Bi=|p i e mg ot
a T1T3 F§3T SE ['ss _*I * Ok
Iy, Ty =T Tey 0 Tgg x
M, 0 0@ 0@ 0 0T «
BT BT 0 0 0 0 0 T
P _1?111?12311/1 B1Y1 00BY; B
"“|F3Fs 0 0 00 0 -B

El = [E1X11 0 EyY E2Y1 00 ExY, 0],
H

- [ ']
_l;fl * * * * ok ok k]
f%l 1:%2 * *k ES k * k
I3, —TL T2, * % % % %
5 rz 12 F2 2, % % % x
oy = | 2 AP %3 2 = )
T21 T23 F T l"55 * ok %
A B e =2
Ty, Ty ?22 r oa 0 Tge * =
72, 0 o2 o2 0 0 '3 x
BT —B" 0 0 0 0 0 k]|
E = _1?21 1?22 B\Y, B1Y, 00 BY, B
2T |F3Fyu 0 0 00 0O —-B

E, = [E1X21 0 E)Y, E2Y>, 00 ErYs 0] ,

Tl = 201X11 4+ He {AX11} + On1
—eizalhkll +81HHT,
[, =eHHT, T =vIBT — T +e724hRyy,

Pl Tpl _ 7T [l T pT
Py =Y B —Tp, T3 =Y By,
[}y = 2a1X12 + He {AX12 = $1C} + Q12

e 2Ry + ey HHT
), = e 2Ry, — 7T,
P =0+ A+ He Ty — e "Ry |,
Ths=0Q + A+ ThL+ T3, Tiy=e"Ry T},
Pl = 0@ + &+ He [Ty — e Ris
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F(])4 = e_za'h]_elz — 7_"17;1,
Tls = —e21"Qp — e 2Ry,
féﬁ — —e 2, — 2R
Tl = (- 1)Q1, Ti=-y1,
Fi1 = AX\ + e HH", Fi» =& HH", Fi3 = e;HH',
Fis = AX12 — S1C + e HHT,
T2, = 200Xa; + He {AXa1} + 021
—e* "Ry + exHHT,
U3, = eHH", T3 =YIB" —T] + "Ry,
I =Y B - T3, 7, = Y, B,
3, = 200X2 + He {AX2 — S2C} + O
—e?"Ryy 4+ eHHHT
I3, = "Ry — T1,,
1:‘_%3 = GQz + He {TQl — 62a2hR21} ,
1—33 =0+ TZTQ + T23, 1:%3 = ezazhl_?zl — 7_"27;,
I3 = 0 + He [T — R},
1:%4 = e2a2hR22 — T2T4,
T2 = —22hQy — %2Ry,
[Z = —e™2"0y — MRy,
T2, = (0 —1)Q, Tg=-y°I,
Fy = AXy) + 82HHT, Fy = SQHHT, F23 = 82HHT,
F24 =AXy» — 5C + €2HHT.

Then, the closed-loop switched system (14) satisfies Hxo
performance. The gain matrices of controller are K| =
Y 1X1_]1 and K, = Y2X2_11, and the gain matrices of observer
are L; = Sl)_(]_ll and L = Sz)_fz_ll.

Proof: When w(t) # 0, the Hy, performance index is
constructed as

Jyw = fo [yT(t>y(r>—y2wT<t>w(t)] dr, (44

when initial state x(t) = 0, the Lyapunov-Krasovskii func-
tional satisfies W(0) = 0, W(oc0) = 0, then

Jyw = /0 T () — y*w! (Ow(r) + W (0))dt
—W(o0)
_ / T (OCT Cx(t) — y 2w (w() + W(g (1)]dr
0

where W (¢ (7)) is W(¢) in Lemma 4, if
IO Cx@t) — y2wl (Ow(t) + W (1) < 0,

we can obtain y! (t)y(¢) < y2w” (t)w(r).

When i = 1, the alternative Lyapunov-Krasovskii func-
tional form same as Lemma 4 is selected. Define the aug-
mented state {7 (t) = [¢7(#) T (1)], the same proof process
as Lemma 4 can be obtained

L) CTCx(t) — y*wl (w(t) + W (e () < ET(1)d12 (),

VOLUME 9, 2021

and
CiD}l * * *
v hR1ﬁ1 —R; x *
o = 4
! Eq 0 —el =* ’ @3)
0 HT 0 -1
where
1
Dy
_Fil * * * x % ok x|
lf%] f‘%zT “*1 % ok ok k%
I:%l —VT113 %3 f'; * ok ok ok
_ F4Tl Fé%2 v‘113 44T v>s; k ok %k
TlT1 T1T3 53T _v];l3 [ss “*1 * %
.12 T1T3 T, Tey 0 Tgg j'; *
1:11 ?114 o1 021 0 O 77 vﬂ;
[ Tgy Ty, 0 0 0 0 0 Ig |
Pl = Fiy Fi3 Fis Fis 00 Fis B
| F. Fis 0 0 00 O —B ’

E = [E] 0 E»K| E>Kq 0 0 E»K 0],

U} = 2a1P11 + He(P11A} 4 Q11 — e 21"Ry
+e1P HH Py + CT C,
'), = etPHHT Pyy,
T3, = K/ B"P;y — T]} + e 21"Ryy,
T4, = K!/B'P; —1L, T3 =KIBP,
rs, =BTpPy,
', = 201P12 4+ He {P12A — P1aLiC} + Q12
—e 2Ry + &1P1HHT Py,
Tl =e 2Ry, — 1], Tl =-BTPp,
Il =0Q +A+He {TU - e—2“1hR11] ,
T =0 +A+ThH+Ti3, T=e 2Ry —1],
Il =0Qi +A+He {T14 - e*Z“lhRn} ,
Ty = e 2Ry, — T,
f'és = —e2hgy — 2Ry,
lg = —e 0p - 2Ry,
I, = —1)Q, TIig=-y21,
Fi1 =A+eHHT Py, Fio=eHH Py,
Fi3 = e HH P15, Fi4=A—LC+ e HH Py,
Fis=BiK\, H=[HT HT]T.
Similarly, when i = 2, we can obtain
I (OCT Cx(t) — W (Ow(t) + W (1) < ¢T (D4 (1),

and

&)%1 *k k k
v thfV?Z —Ry *
o) = < , 46
2 E> 0 —e&l * (46)
0 HT 0 —&'1
145633
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where

_ﬁ%l ES * *k * * * ES ]
f%l f%z k k k k k k
2 7T 12 * * % %k %
31 13 133
R S M )

T e A
T2T1 T2T3 F53T —VT223 55 Vﬂ; * ok
Ty, Ty, =Ty Tg 0 Tg * o x
I3, 0 o o 0 0 I'7, x
|5 5. 0 0 0 0 0 I |

Py = _15721 {723 Fys F25 00 Fps B
| Fo Foa 0 0 00 O —B

E, = [E1 0 E»Ky) ErK> 0 0 EZKy O] ,

f%l = 207 Py + He{Py 1A} + Qo1 — eZath21
+e Py HH Py 4+ CT C,
F%l = 82P22HHTP21,
13, = KT BT Py — T}, + &Ry,
I3, =KIB'Py — 1L, 132 =KkIBIPy,
I3 = B"Py,
F%z = —2ap Py + He{Py»A — P L,C} + O
—e*" Ry + e2PpHH' Py,
1!‘4%2 = ezathzz — T2T4, 1:%2 = —BTP21,
I3, = 0Q + He{T2y — *2"Ry),
I3 =0+ ThH+Tn, T4 =Ry -],
ly‘i‘ = 0 + He{Tr4 — e2o¢2hR22}
1!1%4 — eZathzz _ T2T4, FSS _eZathZI _ eZotth21
T2 = —e*"0yp — MRy, T2, = (0 — DS,
I3 = —y2l, Fa=A+eHH Py,
Fa = eoHH' Py, Fa3 = e2HH P,
Fy =A—L2C+82HHTP22, ﬁzs = B1K>.

By repeatedly deriving the stability theory of the aug-
mented system in Theorem 1, the conditions (29) - (31) are
obtained. Multiply J; by the left and right sides of (45),
and J; = diag{Xy, J3, J3, X11, X1,1,1,1,1}, where J3 =
diag{X11, X11}, multlply X1 by the left and right sides of
(29), let X1 = Py ,R1 = X1R1X1, Q1 = X101X1, T1 =
JBTiX1, Q1 = XuQiXi, A = XnAX, S = L1X12,

Y, = K]X_n, through the 1nequa11ty Rl1 = X]I_Ql X1 >
201X —)\%Rl, A1 € R4, finally we can obtain (36), (39), (42)

and (43). Similarly, we can obtain (37), (38), (40) and (41).

IV. ILLUSTRATIVE EXAMPLES AND SIMULATION
Consider an unstable batch reactor system [32], whose system
parameters are as follows

1.38 —0.2007 6.715 —5.676

A= —0.5814 —4.29 0 0.675
| 1.067 4273 —6.654 5.893 |’

0.048 4.273 1.343 -2.104

145634

[0 0
B _ | 56790
=1 1.136 —3.146 |°
| 1.136. 0
0.1
0.5 101 —1
B=11 1] €= [0100 }
| 0.7
0.1 —-02 02 —0.1
—02 —429 0 0.675
El == )

0.067 0.273 —0.254 0.093
0.048 0.273 0.343 —0.04

70.10.179 0.136 0.136]
E, = ,

10.10.1 —-0.146 0.2
[0.10.2 0.1 0.2

H— 0.10.1 0.1 0.175
~ 102027302 02

| 0.20.2 0.343 0.04

Chose v = 15, = 5, w = 20, I'p = 5 satisfying the
assumptions of DoS attacks, take 7 = 0.001, A = 0.01, 0 =
1,0 = 003,57 = 1.5, take u;y = pup = 0.1, ¢y = 0.1,
ar =02, letA; = A =01, A3 =24 =0.2, 1 = & = 30,
F(t) = sin(#), w(t) = 0.1sin(2t), y = 1.5. The following
can be obtained by solving LMIs in Theorem 2

K [ —0.2692 —0.6510 —0.3791 —0.3883
"7 20151 01300 1.4625 —1.1605
o [ —0.2599 —0.5850 —0.3691 —0.3351
27| 1.8299 0.1628 1.3461 —1.0652
62.3060 —11.4265
[ _ | 186272 37095
=1 —7.9987 —0.0178 |’
| —11.1734  17.0843
™ 48.7177 —5.9805
L, | 122175 3.0029
2= | —=5.9061 0.6505 |-
| —8.1897 14.8573
[ 2.3553 —0.3120 —1.8956 1.3475
& — 107 5 | ~0:3120 1.9100 05961 0.05736
= —1.8956 0.5961 1.7927 —0.8754 |°
| 13475 0.05736 —0.8754 1.1097
T 3.1319 0.4510 —1.1348 0.4174
& — 10t 0.4510 4.3719 1.4267 1.0779
V=10 X 11348 1.4267 2.2304 7.3887
| 04174 1.0779 7.3887 2.1503

In order to verify the effectiveness of Theorem 2,
the closed-loop switched system (14) is simulated as shown
in Fig. 2 - Fig. 5. As shown in Fig. 2 and Fig. 3, when there
is no disturbance, the state of the closed-loop batch reactor
system with unknown periodic DoS attacks converges to zero
in finite time. When there is a disturbance, the states of the
closed-loop system converge to zero in finite time as well as
the system still can effectively restrain disturbance with H

VOLUME 9, 2021



L. Huang et al.: Observer-Based Dynamic Event-Triggered Robust Hy, Control of Networked Control Systems

IEEE Access

0.8

06 -

0.4 1

0.2 4

Responses of state x
S
n o

FIGURE 2. Response of closed-loop system without disturbance.
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FIGURE 3. Response of closed-loop system with disturbance.

Responses of error e

0 5 10 15 20 25 30 35 40 45 50

FIGURE 4. Response of closed-loop system observation error.

performance. According to Fig. 4, the observation errors con-
verge to zero before the state of the closed-loop system is sta-
ble, which verifies the effectiveness of the full-dimensional
state observer designed in this paper.

In addition, instants and intervals of dynamic event trig-
gering are shown in Fig. 5, and we can derive that the aver-
age triggering interval is 0.14s, which is much longer than
the sampling period 0.001s. Thus, system resources such as
networked bandwidth can be saved. The minimum triggering
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FIGURE 5. Dynamic event-triggered sequence.
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FIGURE 6. Responses of state x with the method in Theorem 1 (upper)
and the method in [28](lower).

interval equals to the sampling period 0.001s, which excludes
Zeno behavior. These observations above confirm Remark 1.
Significantly, by comparing Fig. 2 and Fig. 3, the system can
suppress the disturbance with short-term DoS attacks, such
as the 5s to 15s. However, the disturbance suppression ability
of the system is reduced with long-term DoS attacks, such as
the 30s to 40s. It can be known that high energy DoS attacks
will worsen the adverse effects of disturbance on the system
and interfere with the normal operation of the system.

Here we compare the results of the proposed method
with [26]. The responses of state show in Fig.6 employ
the two different control strategies without disturbance and
uncertainty. Apparently, Theorem 1 can achieve satisfac-
tory control performance faster and more smoothly. This
result is mainly because the hold-input strategy adopted in
this paper compensates for the impact of DoS attacks on
the system. In contrast, the zero-input strategy is adopted
in [28] to compensate for the impact of DoS attacks on the
system.

To further optimize the Hy performance of the sys-
tem, we use MATLAB to solve the following optimization
problem

min y

(47)
s.t. 31), (36) — (43)
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FIGURE 7. Response of closed-loop with optimized y.

The optimal value y = 0.36 of H, performance parameter
is obtained through mincx solver of the LMI toolbox, and the
simulation result is shown in Fig. 7. By comparing Fig. 3 and
Fig. 7, it can be seen that the disturbance suppression degree
of the closed-loop system increases after the H,, performance
parameter y is optimized. According to (15), the Hy, per-
formance parameter y determines the degree of disturbance
suppression, and the smaller y is, the greater the degree of
disturbance suppression. However, if the given y is smaller,
the LMIs in Theorem 2 will be more challenging to solve.
In this article, the control parameters of the closed-loop sys-
tem and minimum y can be effectively found through solving
optimization problem (47).

V. CONCLUSION

This paper studied an observer-based dynamic event-
triggered control for networked control systems with
unknown periodic DoS attacks, external disturbance, and
uncertainty. Firstly, we have analyzed the case without
the disturbance and obtained sufficient conditions for the
robust asymptotic stability of the closed-loop switched sys-
tem by using Lyapunov functional theory, improved Jensen’s
inequality, Schur’s Complement Lemma, etc. Secondly,
we have considered the case with the disturbance. By intro-
ducing the H, performance index, we obtained the sufficient
conditions that the closed-loop switched system has the Hyo
performance with the disturbance. Finally, an example of
batch reactor has been used to verify the correctness of the
theory studied in this paper, and Hy, performance parameter
optimization has been realized to increase the disturbance
suppression level of the system.
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