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Abstract

Thirty years ago, Brian Reid published an article in the Software Engineering journal entitled
“Lessons from the Unix Break-ins at Stanford” [1]. Two years later, we experienced the first
major outbreak of the Internet with the so-called Morris worm that was using vulnerabilities that
had been publicly reported but not fixed. These were the early days. Such errors were
understandable. But have things really changed? In this talk, we will look at some of the past
issues that we had to deal with, the lessons learned and, more importantly, the still ongoing
plagues that we deal with on a daily basis. The talk will also look at emerging technologies from
a security point of view. Are they going to help us, with respect to security issues, or at the
contrary are they going to make things worse?

[1] Reid, B. (1986, October). Lessons from the UNIX Break-ins at Stanford. ACM SIGSOFT
Software Engineering Notes, 11(5), 29-35.
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