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Abstract—The biocompatibility and nanoscale features of
Molecular Communication (MC) make this paradigm, based on
molecules and chemical reactions, an enabler for communication
theory applications in the healthcare at its biological level
(e.g., bimolecular disease detection/monitoring and intelligent
drug delivery). However, the adoption of MC-based innovative
solutions into privacy and security-sensitive areas is opening
new challenges for this research field. Despite fundamentals of
information theory applied to MC have been established in the
last decade, research work on security in MC systems is still
limited. In contrast to previous literature focused on challenges,
and potential roadmaps to secure MC, this paper presents the
preliminary elements of a systematic approach to quantifying
information security as it propagates through an MC link. In
particular, a closed-form mathematical expression for the secrecy
capacity of an MC system based on free molecule diffusion
is provided. Numerical results highlight the dependence of the
secrecy capacity on the average thermodynamic transmit power,
the eavesdropper’s distance, the transmitted signal bandwidth,
and the receiver radius. In addition, the concept of secure
distance in an MC system is introduced and investigated for
two different techniques of signal detection, i.e., based on energy
and amplitude. The secrecy capacity can be used to determine
how much secure information (bit/sec/Hz) can be exchanged and
within which operative range, while the secure distance can be
used to set the transmit power to obtain a secure channel at
a given distance. We envision these metrics will be of utmost
importance for a future design framework tailored to MC systems
and their practical applications.

Index Terms—Molecular communication, Secrecy capacity,
Diffusion-based channel, Physical-layer security.

I. INTRODUCTION

Molecular Communication (MC) is an interdisciplinary re-

search area between telecommunications, computer science,

and biology [1], [2]. The basic idea is that in biological

systems, including the human body, the transmitters and

receivers communicate by using chemical signals composed of

molecules. Telecommunication engineers view MC as a com-

munication paradigm, where the information flows through

chemical reactions and molecule transport, as opposed to

radio or optical signals. For biologists, MC is an abstraction

of how biological cells and their components communicate.

During the last decade, researchers devoted more and more

efforts in investigating and developing MC-based nano-(bio)-

devices and nano-(bio)-networks, and MC is now considered a

future (potentially disruptive) communication technology [3].

Communications at molecular level (nanoscale), which make

use of chemical reactions and molecule transport processes,

have very different rules and objectives compared to the

traditional radio communications, whose main objective is to

maximize the throughput.

One of the most promising application fields of MC is the

healthcare [4], [5], especially in the study of how biologi-

cal and artificial components (nanosensors, nanoreactors) can

communicate with each other using molecules. The results of

these studies will enable a plethora of future applications such

as lab-on-a-chip, drug/DNA delivery systems, and human body

monitoring using implanted biochemical sensors [3], [6].

More than one decade has been devoted to the study of MC

systems, but most of the research has focused on its informa-

tion theoretical foundations. This research has spanned from

the more general and fundamental diffusion-based MC [7], to

the more recent application of MC to the tools of synthetic

biology [8], [9], where biological cells and their components

are studied as programmable computing systems, including the

processes at the basis of their interactions.

Secure information transmission has always been an im-

portant feature of communication systems, in particular where

these systems propagate privacy-sensitive information, such as

those related to human health. It is extremely important that

security in this new communication paradigm is investigated

from the very beginning of its practical development. Adding

security features at a later stage, when MC systems are ready

to be deployed, could be a serious problem, which could lead

to a decrease in the interest for this promising technology.

A. Related Works

While the aforementioned MC applications are expected to

be particularly sensitive to security, security-related issues in

MC have been only partially considered. To the knowledge of

the authors, the contribution in [10] was the first to address this

direction within the broader nanoscale communication field

by defining a roadmap for wireless sensor networks security

concepts to be reformulated in MC contexts. In particular,

the authors introduce the novel notion of biochemical cryp-

tography, where they envision that biological macromolecule

composition and structure could be utilized as a medium to

maintain information integrity. In [11], the authors shift the

attention to security approaches observed in biology, rather

than man-made systems, and describe potential directions of

research where biochemical cryptography could be based on

concepts drawn from the immune system. In [12], two specific

attack scenarios focused on MC-enabled target localization

operated by programmed biological cells are modeled, as

well as countermeasure strategies are proposed and evaluated,
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where the focus is on the cells’ cooperative motility and

chemical sensing rather than a single MC channel. Finally, an

energy-saving algorithm for secret key exchange between two

MC devices based on the Diffie-Hellman method is proposed

in [13], without specific security performance considerations.

B. Our contribution

This paper focuses on the theoretical derivation of the

information leakage and secrecy capacity of a diffusion-based

MC channel, and a numerical evaluation of the obtained

results. As a first step in the aforementioned direction, by

stemming from information theoretical results in MC [7],

these parameters define how secure a communication link

is [14]–[16]. In particular, we provide a closed-form math-

ematical expression for the secrecy capacity of an MC system

based on free molecule diffusion. Numerical results show

the secrecy capacity as a function of the distance between

transmitter-receiver (Alice-Bob) and transmitter-eavesdropper

(Alice-Eve). The MC secrecy capacity is also drawn as a

function of the transmitter bandwidth, the average transmit

power (thermodynamic power), and the receiver radius, which

are important parameters to be considered when designing an

MC system.

In addition, the concept of secure distance in a diffusion-

based MC system is introduced and investigated for two

different techniques of signal detection: energy-based and

amplitude-based. This analysis allows us to derive a value

for the transmit power that ensures total security at a given

distance. Differently from the aforementioned prior literature,

the formulas derived in this paper and the numerical results are

preliminary elements of a systematic model-based analytical

approach to quantifying information security in MC systems.

Part of this paper is based on a previously published

conference paper [15]. In particular, we have here performed

a deeper analysis of the dependency of the secrecy capacity

on different physical-chemical parameters, and we have intro-

duced the concept of secure distance, i.e., the range within

which a secure MC can be implemented. The secure distance

is analytically derived for both the amplitude-based and the

energy-based detection.

C. Practical motivation

Molecular communications are nowadays foreseen as a

promising method to interface with and coordinate biologi-

cal systems (including those programmed through synthetic

biology), in environments where current technologies have

limitations, such as inside the body [5]. For example, pro-

grammed cells/organisms can coordinate together to reach

a place (tissue) in the body and, when there, activate the

production of a molecule, such as an anti-cancer drug. Since

the main application is in human health, security is of extreme

importance.

Physical-layer Security (PhySec) has recently collected the

attention of researchers, since it acts at the physical layer, it

is easy to implement, and it provides security without any

assumption on the computational power of the attacker. The

classical cryptography is based on the assumption that the

eavesdropper cannot decipher the message with a ”human”

amount of time, since it has limited computational power.

PhySec, on the contrary, aims at preventing the attacker from

demodulating correctly the message, instead of interpreting

it. In other words, PhySec makes the demodulation of each

single symbol of the message noisy. PhySec could be a good

candidate for enhancing the security of biological devices,

whose computational power is limited [17].

The analysis reported in this paper is the first investigation

on the use of PhySec applied to MC. In particular, we study

the fundamental benefits and limits of PhySec in diffusion-

based channels. Secrecy capacity is derived, which gives us

the insight on how many secure symbols a diffusion-based

channel can afford. In addition, the paper also explores, more

practically, the limit enthalpy (i.e., the ”transmit power” in

terms of MC) in order to obtain maximum security at a

selected distance from the transmitter.

The rest of the paper is organized as follows. Sec. II and

Sec. III report a review of the main processes, components, and

information-theoretical results at the basis of a diffusion-based

MC system, respectively. In Sec. IV, the main contribution of

this paper is presented in terms of closed-form expressions

for the information leakage and secrecy capacity of such a

system. In Sec. V, the concept of secure distance is detailed

and mathematically derived. Finally, the obtained numerical

results are described in Sec. VI, and concluding remarks are

reported in Sec. VII.

II. A DIFFUSION-BASED MOLECULAR COMMUNICATION

SYSTEM MODEL

The transmitter, the channel, and the receiver of an MC

system are usually abstracted by the processes of molecule

emission, diffusion, and reception, respectively, within a phys-

ical system, which is the space volume where the communi-

cation takes place, as shown in Fig. 1. The physical system

is subject to laws and parameters that are affected by how

these components are physically realized. The source encodes

messages into molecule properties, such as their chemical

composition and concentration, before their emission into the

space volume, while the destination decodes these messages

from the molecule properties sensed by the receiver. Once a

message is decoded, the destination reacts according to the

meaning and to the particular application. For example, if this

communication system is deployed in the human body, as part

of an autonomous drug-delivery system, upon reception of a

specific concentration of molecules messaging a command, the

destination can trigger chemical reactions to synthesize drug

molecules.

The physical system considered in this paper is reported

in Fig. 2 and it is based on the following assumptions, in

agreement with [7]:

• The diffusion-based MC channel extends infinitely in all

three dimensions (x, y, z). This space is filled with a flu-

idic medium having viscosity µ. The fluidic medium does

not have flow currents or turbulence, i.e., the propagation

is solely due to the Brownian motion;
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Fig. 1: The main components of a diffusion-based MC system.

• The transmitter emits indistinguishable molecules, equiv-

alent to spherical particles of radius r and mass m;

• The transmitter is considered point-wise and located in

(0, 0, 0);
• Each particle, once emitted, moves independently from

the others and according to its Brownian motion in the

fluid. The Brownian motion of a molecule in a fluid is a

random motion according to the Langevin equation [18];

• The (legitimate) receiver detects a signal which is propor-

tional to the concentration of the incoming particles. The

receiver location is at a distance d from the transmitter.

As depicted in Fig. 2, the transmitter processes the messages

received from the source, and produces a signal suitable for

the transmission over the channel. The transmitted signal X
is defined as the number of particles nTx(t) emitted into the

fluid as a function of the time t.

The channel propagates the signal from the transmitter to

the receiver by means of molecule diffusion, which is the result

of the collective translation by Brownian motion of many

particles from an area in which they are more dense to an

area of lower density. This results in the propagation of the

particles emitted by the transmitter throughout the 3D space.

This propagation can be expressed as the translation of the 3D

coordinates from the location of the transmitter to a location

at time t computed by applying the Langevin equation [18] to

each particle:

m
∂2P[n](t)

∂t2
= −6πµr

∂P[n](t)

∂t
+ F(t), (1)

where P
[n] = (P

[n]
x , P

[n]
y , P

[n]
z ) is the position in the 3D

space, m is the mass and r is the radius of the particle. µ is

the viscosity of the fluid and F(t) = (Fx(t), Fy(t), Fz(t)) is a

random process whose probability density function is Gaussian

with

E{Fi(t), Fj(t
′)} = 12πµrKbTδ(i− j)δ(t− t′),

where Kb is the Boltzmann constant, T is the absolute

temperature of the fluid, considered homogeneous throughout

the space, and δ(.) is the Dirac function [19].

The receiver reconstructs the message from the received

signal Y , which is proportional to the concentration of in-

coming particles. We assume here an ideal receiver where

the received signal is defined as the time-varying number of

particles that are present inside a spherical volume VR centered

at the receiver location and with radius rR << d, where

d is the distance between the transmitter and the receiver.

This choice makes the results of this paper independent from

Fig. 2: Physical realization of a diffusion-based MC system.

Fig. 3: The main components of a diffusion-based MC system
with the Fick’s diffusion and the particle location displacement
contributions to the molecule diffusion.

any specific technique for the reception, such as the use of

chemical receptors. As a consequence, the received signal Y is

expressed as the number of particles emitted by the transmitter

from time instant 0 to time instant t whose location P
[n](t)

is inside the volume VR.

III. INFORMATION CAPACITY OF A DIFFUSION-BASED

MOLECULAR COMMUNICATION SYSTEM

The information capacity of a communication system is

expressed by the general formula from Shannon [16]. The gen-

eral equation defines the information capacity as the maximum

difference between the entropy H(X) of the signal X input of

the channel and the equivocation H(X|Y ), which represents

the entropy of X conditioned to the observation signal Y at

the destination, as follows:

C = max
fX(x)

I(X;Y ) = max
fX(x)

{H(X)−H(X|Y )} . (2)

From the physical system defined in Sec. II, two phenomena

play an important role in the quantification of the mutual infor-

mation I(X;Y ): the channel memory and the molecular noise.

In [7] the computation of the mutual information is divided

into two processes: the Fick’s diffusion, which captures solely

the effects of the channel memory, and the particle location

displacement, which isolates the effects of the molecular noise

(Fig. 3).

The expression of the mutual information of a diffusion-

based MC system is analytically derived in [7] as

I(x; y) = 2WH(nTx)− log2
[

(πdD)2
]

−
4d

3 ln 2

√

πW

D
−

2Wη − 2W ln(Wτp)− 2W ln(Γ(η))− 2W (1− η)ψ(η),
(3)
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where

η =
2E[nTx]RVR

3Wd
,

E[nTx] =
PH

3WKbT
,

H(nTx) = 1 + log2E[nTx] ,

and

• W is the bandwidth of the transmitted signal X , intended

as the set of frequency components contained in the

Fourier transform of the signal;

• τp =
r2
R

D is the time interval in which we consider a quasi-

constant particle distribution, which depends on how fast

on average particles can escape the receiver volume;

• Γ(.) is the gamma function and ψ(.) is the digamma

function;

• D = KbT
6πµr is the diffusion coefficient, which depends

on the molecule and physical environment parameters

defined above;

• d is the distance between the transmitter and the receiver;

• rR is the radius of the spherical receiver volume;

• PH is the average thermodynamic power, which corre-

sponds to the energy necessary to emit E[nTx] particles

per time interval τp in the physical system and to heat

these particles up to a temperature T when the system

has the pressure P and the volume V ;

• nTx is the discrete-time version of the particle concen-

tration nTx(t).

From (2) and (3) the expression of the capacity C of the

diffusion-based MC system [7] is obtained as

C =2W

(

1 + log2
PH

3WKbT

)

− log2
[

(πdD)2
]

−

4d

3 ln 2

√

πW

D
− 2Wη − 2W ln

(

W
r2R
D

)

−

2W ln(Γ(η))− 2W (1− η)ψ(η) .

(4)

The parameters in (4) are defined above as for (3).

IV. INFORMATION LEAKAGE AND SECRECY CAPACITY

The information-theoretical security computes exactly the

amount of information that an eavesdropper (Eve) can get

by observing the channel, while the legitimate communication

is ongoing. The generic reference scheme for evaluating the

information-theoretical security of an MC system is reported

in Fig. 4. Alice is the cell that transmits the particles, Bob is

the intended legitimate receiver, and Eve is the eavesdropping

receiver.

The amount of information that is exchanged by Alice

and Bob is given by (3), while the amount of information

“stolen” by Eve is called information leakage. In information-

theoretical security, the information leakage can be written

as [14]

I(X;Z) = H(X)−H(X|Z), (5)

where Z is the signal observed by Eve. The eavesdropper

receiving particles is supposed to be at distance dE from the

Fig. 4: Scheme for the evaluation of the information-theoretical
security of a diffusion-based MC system.

transmitter. The secrecy capacity of the diffusion-based chan-

nel can be derived as the maximum of the difference between

the mutual information of the legitimate communication link

and the information leakage [14]. It is important to note that

the definition of secrecy capacity has to be intended as an

upper bound of the security performance of a communication

system. The following inequality can then be derived:

Cs = max
fX(x)

{I(X;Y )− I(X;Z)} ≥

max{I(X;Y )} −max{I(X;Z)} = CB − CE ,
(6)

where CB is the capacity of the legitimate channel and CE is

the capacity of Eve’s channel, and the last formula expresses

a lower-bound estimation of the secrecy capacity that can be

derived from the aforementioned MC capacity formula. Since

the secrecy capacity cannot be less than zero, (6) is usually

written as

Cs = max{0, CB − CE}. (7)

Both CB and CE can be computed by using (4). The secrecy

capacity in (7) represents the amount of information that can

be securely exchanged between two legitimate MC compo-

nents (transmitter and receiver), while an eavesdropping com-

ponent is “overhearing” the diffusion-based channel, which

exhibits a broadcasting nature.

The capacity of the legitimate receiver (Bob) is

CB =2W

(

1 + log2
PH

3WKbT

)

− log2
[

(πdBD)2
]

−

4dB
3 ln 2

√

πW

D
− 2WηB − 2W ln

(

W
r2RB

D

)

−

2W ln(Γ(ηB))− 2W (1− ηB)ψ(ηB) ,

(8)

where

ηB =
2PHrRB

9W 2KbTdB
. (9)

The capacity of Eve’s receiver can be computed by substituting

dB and rRB
with dE and rRE

, respectively, into (8) and (9).
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The secrecy capacity of a MC diffusion-based system is

Cs = log2

[

(

dE
dB

)2
]

+
4

3 ln 2

√

πW

D
(dE − dB)+

2W (ηE − ηB) + 2W ln

[

(

rRE

rRB

)2
]

+ 2W ln

[

Γ(ηE)

Γ(ηB)

]

+

2W [(1− ηE)ψ(ηE)− (1− ηB)ψ(ηB)] .
(10)

V. SECURE DISTANCE IN A MOLECULAR

COMMUNICATION SYSTEM

In the scenario depicted in Fig. 4, the reliability and the

secrecy of the communication link between the transmitter

(Bob) and the legitimate receiver (Alice) rely on the fulfillment

of the following two conditions, respectively: 1) the legitimate

receiver correctly detects the information signal (reliability);

2) the eavesdropper (Eve) is not able to detect the information

signal (security). In a communication system, the character-

istics of reliability and secrecy depend on the receiver type.

In particular, in a diffusion-based MC system, the receivers

generally rely on two detection techniques, namely, energy

detection and amplitude detection [2].

By solving the Fick’s law of diffusion [7], the particle

concentration at distance d and time t is obtained as follows:

c(d, t) =
Q

(4πDt)3/2
e

−d
2

4Dt (11)

where D is the diffusion coefficient, Q is the number of

molecules emitted, and d is the distance from the transmitter.

A. Energy Detection

Let us now suppose that the receiver acts like an energy

detector [20]. The receiver decides that an information signal

is detected if the amount of particles (signal energy) received

over time is greater than a given threshold. In the following,

the molecular signal energy is defined as a function of d:

Ep(d) =

∫

∞

0

c(d, t)dt =

∫

∞

0

Qe
−d

2

4Dt

(4πDt)3/2
dt =

Q

4πDd
. (12)

The secrecy of the communication link between the transmit-

ter and the legitimate receiver is guaranteed if the amount

of particles accumulated over time (signal energy) by the

eavesdropper is below a threshold c, which corresponds to the

receiver sensitivity, thus the eavesdropper is not able to detect

the signal. A secure communication channel can be defined

by identifying the number of transmitted particles Q so that

the pulse energy measured above the distance dE is less than

or equal to the threshold E, expressed as

Q : Ep(d) ≤ E, ∀d ≥ dE . (13)

Using (12) to solve (13), we obtain

Q ≤ E4πDdE .

Based on this scheme, the transmit power that prevents the

eavesdropper to detect the information signal can be derived.

Fig. 5 shows the dependency of the signal energy Ep on the

Fig. 5: Signal energy Ep as a function of the eavesdropper’s
distance dE for several values of transmitted particles Q. The
signal energy threshold E is set to 104 particles/µm3

·msec.

distance dE (Eve’s receiver - transmitter distance) for different

values of the number of transmitted particles Q. Given the

number of transmitted particles, we can find the distance above

which a total security of the communication can be guaranteed.

Considering the graphs reported in Fig. 5, if the number of

transmitted particles is set to Q = 1e5, then dE1 represents

the distance limit above which a potential eavesdropper is not

able to detect the transmitted information.

B. Amplitude Detection

We assume that the receiver decides that an information

signal is received based on the measured concentration of

molecules. In particular, the receiver detects an information

signal if the concentration stays over a threshold for a given

time interval (amplitude detector). In order to find the time

values so that the concentration at a distance dR is greater

than a threshold c , we solve the following equation:

Q

(4πDt)3/2
e

−d
2

R

4Dt = c, (14)

which gives

t = −
d2R

fW

(

− 2
3πd

2
R(

c
Q )

2

3 ,
)

6D
(15)

where fW (·) is the Lambert W-function [21]. The two solu-

tions of (15) are named t1 and t2 and the difference t2−t1 = τ
represents the time interval in which the concentration of the

particles remains above the threshold c.
Fig. 6 shows how the time interval τ is determined for

different distances by selecting a threshold of particle con-

centration. Fig. 7 shows the 2D map of τ when Q = 103 and

the threshold is set to 50 particles/µm3. It is evident that τ
fades when the distance increases.

Given a threshold τ for which the receiver detects the

information signal (receiver’s sensitivity), we can derive from

(15) a suitable value for the distance so that τ is not reached,

and the security is preserved. Figs. 8 illustrates the variation of
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Fig. 6: Particle concentration as a function of the distance
between transmitter and receiver. The concentration threshold
leads to the identification of a time interval τ = t2 − t1, which
decreases with increasing distance.

Fig. 7: 2D map of τ . The number of transmitted particles is Q =
103. The threshold of particle concentration c is 50 particles/µm3.

τ against the eavesdropper’s distance for different number of

transmitted particles: the threshold τ set to 0.012 seconds leads

to the identification of a secure distance dE for each transmit

power. Given the threshold τ , the number of transmitted

particles that may guarantee a secure communication over a

certain distance can be identified.

VI. NUMERICAL RESULTS

In this section, we provide a numerical evaluation of the

closed-form expression for the previously described diffusion-

based MC secrecy capacity. All results are computed for a

common set of parameters, whose values are assigned as

follows:

• the radius of the receiver volume, assumed to be spheri-

cal, is rRB
= rRE

= 10 · 10−9 m [22];

• the temperature of the system is set to a standard room

temperature T = 298.15 ◦K;

• the diffusion coefficient is set to D = 10−9 m2/s [22];

Fig. 8: τ as a function of the eavesdropper’s distance dE for
several values of transmitted particles Q. The threshold τ is set
to 0.012 seconds.

Fig. 9: Secrecy capacity as a function of the distance of the
eavesdropper, for several values of the transmitted signal band-
width. The distance of the legitimate receiver (Bob) is 150µm.

• the Boltzmann constant is equal to Kb = 1.380650424 ·
10−23 J/K.

Fig. 9 shows the secrecy capacity as a function of Eve’s

distance for different values of the bandwidth of the transmit-

ted signal. The distance of the legitimate receiver is 150µm.

While the distance of Eve is lower than the distance of Bob,

Cs is zero. As the distance of Eve increases, the secrecy

capacity grows. The slope of Cs is lower for high values of

the bandwidth.

Fig. 10 reports the secrecy capacity as a function of the

distance of Eve, for several values of the transmitted signal

bandwidth and transmit power. In particular, the transmit

power can assume values 1 or 2 pW. Doubling the transmit

power at the same bandwidth yields a lower Cs, and this

effect is more evident for larger values of the transmitted signal

bandwidth.

Fig. 11 shows the secrecy capacity as a function of the

bandwidth, for different distances of Eve. The distance of

the legitimate receiver is 150µm. While the distance of Eve

is lower than the distance of Bob, the Cs is zero for any
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Fig. 10: Secrecy capacity as a function of the distance of
the eavesdropper, for several values of the transmitted signal
bandwidth and power. The distance of the legitimate receiver
(Bob) is 150µm.

Fig. 11: Secrecy capacity as a function of the transmitted signal
bandwidth, for several values of the eavesdropper’s distance.
The distance of the legitimate receiver (Bob) is 150µm.

value of bandwidth. As the distance of Eve increases, the Cs

increases up to B = 30Hz and then it starts decreasing. For

high bandwidth B = 60Hz, a greater distance of Eve does

not yield a much larger secrecy capacity.

Fig. 12 shows the secrecy capacity as a function of the

bandwidth, for different distances of Eve and transmit power.

In particular, doubling the transmit power improves Cs for a

transmitted signal bandwidth larger than 20Hz, and this effect

is more evident for higher distances of the eavesdropper.

Fig. 13 shows the secrecy capacity as a function of Eve’s

radius, for several values of the transmitted signal bandwidth.

Bob and Eve distance is 150µm, and Bob’s radius is 10 nm.

A higher bandwidth (60Hz) yields a Cs = 0 since the radius

of Eve is almost equal to Bob’s (0.9 nm). This effect fades if

the transmitted signal bandwidth decreases. For B = 10Hz

we obtain Cs > 0 for every value of Eve’s radius, although

the secrecy capacity reaches a lower value.

Fig. 14 shows Cs as a function of the transmit power PH , for

several values of the transmitted signal bandwidth. Increasing

the power seems to saturate Cs. The lower the bandwidth, the

Fig. 12: Secrecy capacity as a function of the transmitted signal
bandwidth, for several values of the eavesdropper’s distance
and transmit power. The distance of the legitimate receiver (Bob)
is 150µm.

Fig. 13: Secrecy capacity as a function of the eavesdropper’s ra-
dius, for several values of the transmitted signal bandwidth. The
distance of the legitimate receiver (Bob) and the eavesdropper
(Eve) is 150µm. The radius of Bob is 10nm.

lower the saturation value.

The range of the bandwidth has been limited to B ∈
[20, 60]Hz, since according to [23], the neurons of human

brain communicate through the diffusion of molecules between

the synapses (a natural diffusion-based MC system) at a

frequency of 20Hz for the processing of general information

and 60Hz for visual images.

Fig. 15 shows the 2D map of the secrecy capacity. The

secrecy map is calculated by assuming that Eve is located

in a generic point (x, y) of the surface and computing the

Cs [24]. The transmitter (Alice) is positioned in (0, 0), while

the legitimate receiver (Bob) is located in (100, 100)µm. For

the sake of clarity, we decided to show only the first quadrant,

but the Cs is spherical. In other words, the expression of the

secrecy capacity considers (and it is valid for) a 3D spherical

system; the 2D representation has been selected only for easier

display of the results. The four secrecy maps in Fig. 15 have

been selected to highlight the dependency of the Cs on the

transmitted signal bandwidth, the transmit power, and the
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Fig. 14: Secrecy capacity as a function of the transmit power, for
several values of the transmitted signal bandwidth. The distance
of the legitimate receiver (Bob) is 150µm.

receiver radius.

Analyzing Figs. 15(a) and 15(b), we can appreciate the

effect of doubling the bandwidth. As expected, a greater

bandwidth at the transmitter results into a larger portion of

space where the secrecy capacity is zero. In general, doubling

the bandwidth makes the ”strips” of the secrecy map larger.

The same effect is provided if the transmit power is in-

creased. In fact, by observing Figs. 15(a) and 15(c) we can

conclude that increasing PH yields larger ”strips” in the

secrecy capacity map. In other words, a higher transmit power

produces lower secrecy capacity, since Eve can be located in

more points of the surface where it can receive information.

Observing Figs. 15(a) and 15(d) we can appreciate the effect

of doubling the radius of Bob’s receiver. This produces a

drastic decrease of the Cs, since the lingand-receptor binding

noise increases with the receiver’s radius [25]. The ligand-

receptor binding noise is a model which allows to simulate

the random perturbations in the chemical processes of the

reception.

VII. CONCLUSION

In this paper, we provided closed-form mathematical ex-

pressions for the information leakage and secrecy capacity of

an MC system. These metrics are useful to define the security

of a communication link where information is propagated by

molecule diffusion. The secrecy capacity is a function of the

medium diffusion coefficient, the system temperature, and,

in particular, the distance between the MC transmitter and

receiver (Alice-Bob) and the MC transmitter and a potential

eavesdropper (Alice-Eve). The MC secrecy capacity is also

function of the bandwidth, average thermodynamic transmit

power, and receiver radius. Numerical results presented in this

paper show the dependencies of the MC secrecy capacity with

respect to all these parameters. Moreover, a secrecy map has

been drawn to graphically show where the secure-insecure

areas are located in the space adjacent to the MC system.

According to the obtained results, a secrecy rate of 60 bit/sec

can be reached if Eve’s distance is twice the distance of the

legitimate transmitter-receiver, for an average thermodynamic

transmit power of 1 pW and a bandwidth of 20 Hz. The

numerical results have to be intended as an upper bound to

the security performance of a diffusion-based MC system.

In addition, depending on the detection mechanism of the

receiver (amplitude or energy detector), the transmit power

to get full security at a given distance has been analytically

derived. This result could be used to design transmitting

and corresponding receiving MC devices that realize secure

communications in a biochemical environment at a given range

of operation.

We envision that the metrics derived in this paper (secrecy

capacity and secure distance) will be of utmost importance

for developing future technologies based on MC systems and

their practical applications.
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