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Abstract—A novel encryption scheme based on complex chaotic
networks is proposed in this paper. Compared with a single
chaotic system, a network of chaotic systems possesses complex
dynamic characteristics, which can be used in encryption to
enhance security. We adopt the drive-response synchronization
method to synchronize two identical chaotic networks at the
transmitter and receiver. Analysis on encryption security shows
that key space is enlarged exponentially with respect to the
number of nodes in the drive network, and also shows that the
encryption system is highly sensitive to parameter mismatch. The
proposed scheme is competent in carrying out encryption tasks
of large data. Both theoretical and numerical results demonstrate
that the proposed scheme is feasible for implementation in image
and data encryption.

Index Terms—encryption scheme, chaotic systems, complex
dynamical networks, two-layered networks, node-to-node syn-
chronization

I. INTRODUCTION

In recent years, due to the huge amount of data being stored
in and transmitted through various communication networks,
such as computer networks, sensor networks, and satellite
networks, the importance of information security has received
renewed interest and considerable attention by scientists and
engineers across the computer, information and systems disci-
plines. Image encryption, due to the relatively large size of im-
age data, is generally difficult to handle by using conventional
encryption techniques such as Advanced Encryption Standard
(AES), International Data Encryption Algorithm (IDEA), and
RSA (proposed by Rivest, Shamir, and Adleman) [1]–[3].
The RSA algorithm is the most widely used asymmetric-
key cryptography method for secure data transmission [3].
However, in decryption, modular exponentiation operations on
long numbers are very costly, which results in the RSA being
a relatively slow algorithm. Hence, the RSA performs better in
encryption scenarios of small data, such as digital signatures,
secret key agreements, and authentication [4]–[6].
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Along another line, chaotic systems and their applications
to encryption schemes have attracted a great deal of attention
in the last two decades [7]–[14]. Since a large number of
chaotic sequences can be generated easily and fast because
of the dependence upon initial conditions and parameter
variations [12], chaos provides a low-cost and high-speed
means for realizing the encryption task for large-scale data,
e.g., images, videos and audios [14], [15]. Chaotic signals
are characterized by extreme sensitivity to variation of system
parameters and initial condition perturbations, random like
waveforms, and broadband frequency spectra [12], [13]. These
properties make chaotic systems suitable for the application in
secure communications [13]. Engineers and researchers have
made concerted efforts to improve the security of chaotic
encryption systems, and have made significant achievements in
the past two decades [16]–[21]. The synchronization of chaotic
systems has been studied and applied in encryption systems
[16]. Impulsive control has been used to synchronize two
identical chaotic systems, and “magnifying glass” has been
introduced to increase the sensitivity of system parameters
[17]. In order to overcome the negative impact of the channel
noise, generalized synchronization of chaotic systems [20] and
robust control based on dead-zone algorithm [6] have been
applied. The hybrid of analog and digital chaotic systems can
enhance the security of the system [21] by overcoming the
drawbacks of the time delay signature of analog chaos and
periodicity of digital chaos. Higher-dimensional digital chaotic
systems are designed to deal with the problem of dynamical
degradation caused by quantization [22]. However, most of the
existing works adopted a single chaotic system in their secure
encryption architectures.

Complex dynamical networks, composed of coupled chaotic
or other nonlinear systems, have been widely studied in many
fields, such as electronic engineering [23]–[25] and control
engineering [26]–[28]. The complexity of the dynamical net-
works can be understood from the following two aspects. First,
the network structures are complicated. Besides the classical
regular lattices and random graphs, the structures can be
small-world or scale-free networks both of which have sparse
connections but short average distances [29]. Second, since
the dynamics of the nodes in a network are nonlinear and
possibly heterogeneous, interconnected nodes can influence
each other so that the whole network’s dynamical evolutions
become much more complicated [30], [31]. In view of these
features, we use a complex dynamical network consisting
of multiple heterogeneous chaotic oscillators, instead of the
classical single chaotic system, to increase the complexity of
chaotic signals, so that intruders can no longer obtain useful
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information so readily from the transmitted signals. In addi-
tion, the complex network can be equipped with different types
of chaotic systems with adjustable parameters and different
network structures. Therefore, the use of a complex dynamical
network in our encryption system enlarges greatly its key space
and offers significant improvement in its security. Besides
enlarging the key space of the encryption system, the use of
a complex dynamical network can speed up data encryption.
Each node (i.e., a chaotic system) in the complex dynamical
network is capable of data encryption. Thus, multiple encoded
data streams are obtained and transmitted simultaneously,
which improves the encryption speed. Therefore, the proposed
scheme is especially competent in carrying out encryption
tasks of large-scale data.

In the proposed secure encryption system, the synchro-
nization of two identical chaotic networks embedded in the
transmitter and receiver is crucial to correctly recovering the
original message. Toward this aim, we need to explore con-
ditions for the node-to-node synchronization in a two-layered
complex network composed of two identical chaotic networks.
Synchronization in multiplex networks has been a new and hot
topic in recent years [32]–[34]. Generally speaking, there are
two types of synchronization patterns in multiplex networks.
In the first type, synchronization takes place in each layer of a
multiplex network and diffuses to the whole network. For ex-
ample, Gómez et al. [35] constructed supra-Laplacian matrices
for multiplex networks and investigated diffusion processes
in multiplex networks. The other type of synchronization
occurs in pairwise nodes from different layers. For example,
Wen et al. [36], [37] studied node-to-node consensus in two
layered networked agent systems and applied to trajectory
tracking in groups of agents. In this work, we use the drive-
response synchronization method [38], [39] to synchronize
pairs of nodes in the two-layered chaotic networks. Using this
method, only partial states of the complex chaotic network
in the transmitter need to be transmitted to the receiver, thus
avoiding the chance of exposing full states to attackers during
transmission. In addition, we adopt the one-time pad technique
[17], in which a plaintext is paired with a pseudorandom
key generated by a chaotic network, in the secure encryption
scheme. Since each key is used only once and random like,
the one-time pad method is considered as the most secure
encryption mechanism [40].

The rest of this paper is organized as follows. In Section
II, we introduce a complex chaotic network model that will
be embedded in both the transmitter and the receiver, and
describe our proposed encryption/decryption scheme. Then,
the synchronization criteria for drive and response chaotic
networks in the transmitter and receiver are derived using
the Lyapunov function method in Section III. We use two
numerical simulations to test the proposed encryption scheme
in Section IV, and analyze its enhanced security in terms of
key space, sensitivity on parameter mismatch, etc., in Section
V. Finally, conclusions are given in Section VI.

II. COMPLEX CHAOTIC NETWORK MODEL AND

ENCRYPTION SCHEME

A. Complex Chaotic Network Model

We first present a complex chaotic network model that will
be used in our encryption scheme. Two identical complex
chaotic networks, namely the drive network and the response
network, are located in the top and bottom layers, respectively,
in Fig. 1. The drive network (i.e., the complex chaotic network
in the transmitter) is composed of a set of master systems,
i.e., chaos generators; the response network (i.e., the complex
chaotic network in the receiver) is comprised of a set of
slave systems. The nodes in the two networks are one-to-one
correspondent, as shown in Fig. 1. Each network consists of
N coupled nodes that are heterogenous chaotic systems.

At the transmitter side, the dynamics of the drive network
can be described as follows:

ẋi = fi(xi) +
N∑
j=1

wij Hi xj, i = 1, . . . , N , (1)

where xi ∈ IRn is the state of the ith node, and fi(·) : IRn →
IRn is the self-dynamics of node i. In this work, we define
ẋi = fi(xi) as the Lorenz system whose dynamics is described
by ⎧⎨

⎩
ẋi1 = σi(xi2 − xi1)
ẋi2 = μixi1 − xi1xi3 − xi2

ẋi3 = xi1xi2 − βixi3

(2)

where xi = (xi1, xi2, xi3)
� ∈ IR3, and σi, μi, βi are system

parameters. For different i, the parameters are different, which
means heterogeneity of the nodes in the chaos generating
network. The matrix W = (wij)N×N describes the connec-
tions between nodes in network (2). Also wij describes the
weight of edge (j, i). We assume that the network graph is
undirected. If there is an edge between nodes i and j, then
wij = wji > 0(i �= j); otherwise wij = wji = 0. We set
wii = −∑

j �=i wij for i = 1, . . . , N . Matrix Hi ∈ IRn×n is
the inner-coupling matrix for node i, which defines the way in
which the oscillators are coupled together. After introducing
the drive network of chaos generators at the transmitter side,
we construct the response network of chaos generators at the
receiver side as follows:

˙̂xi = fi(xi, x̂i) +

N∑
j=1

wij Hi x̂j, i = 1, . . . , N . (3)

We will use the drive-response method (also called the PC
method) proposed by Pecora and Carrol in [38] to synchronize
networks (1) and (3), i.e., ‖x̂i − xi‖ → 0 for i = 1, . . . , N .

B. Encryption/Decryption Scheme

The block diagram of the proposed encryption/decryption
system is shown in Fig. 2. The system has three major parts:
the transmitter, the receiver, and the transmission channels.
The transmitter is composed of N encrypters and the receiver
is composed of N decrypters. As shown in Fig. 1, we use
network (1) of N coupled chaotic systems to generate chaotic
sequences in the encrypters. Accordingly, we use network (3)
to generate chaotic sequences in the decrypters.
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Fig. 1. Drive-response networks composed of coupled chaotic systems. The
network in the top layer is the drive network; the network in the bottom
layer is the response network. A solid line represents an undirected edge in
a network; a dot line represents a directed edge from a node in the drive
network to the one in the response network.

Let p(t) denote the plaintext to be transmitted. We transform
plaintext p(t) to a binary sequence. Each sequence unit has
a serial number m. Since there are N encrypter cells in
the transmitter, we divide plaintext p(t) into N components
p1(t), . . . , pN(t) in the transmission according to the result of
mod(m,N) + 1.

1) Encrypters: Each encrypter consists of a chaos generator
and an encryption function. Chaos generator i produces chaos
sequence xi(t). Key sequence si(t) is a combination of all the
three components of xi(t), which is given by{

Xi(t) = K�(x2
i1(t) + x2

i2(t) + x2
i3(t))

1
2 �

si(t) = (Xi(t) + λ)mod (M)
(4)

where K is a positive integer functioning as a “magnifier” that
increases parameter sensitivity of the encryption system [17].
The function of K will be discussed later in Section V(B). �a�
is the largest integer not greater than a; M is a positive integer
number determined by the quantization level of plaintext pi(t);
and λ is an arbitrary integer in the range of [0,M ].

The encryption function executes an XOR operation on
plaintext pi(t) and key sequence si(t), and obtains ciphertext
ci(t). This encryption is described by

ci(t) = E(pi(t), si(t)) = pi(t) ⊕ si(t) (5)

where function E(p, q) is a bitwise XOR operation, i.e., p⊕ q
[17].

We use the first component of state xi(t), i.e., xi1(t),
as a drive signal for (3). Then, ciphertext ci(t) and drive
signal xi1(t) constitute a package. The package is transmitted
through a channel to the corresponding decrypter.

2) Decrypters: Each decrypter consists of an identical
chaos generator to the one in the corresponding encrypter and
a decryption function. The transmitted package is immediately
unpacked after it is received, i.e., the received package is
decomposed into ci(t) and xi1(t). So we get the received

TABLE I
XOR OPERATION RESULTS.

a b a ⊕ b a ⊕ b ⊕ b
0 0 1 0
0 1 0 0
1 0 0 1
1 1 1 1

ciphertext ci(t) and the drive signal xi1(t). Then, recovered
plaintext p̂i(t) is obtained from the decryption function that ex-
ecutes an XOR operation on ciphertext ci(t) and key sequence
ŝi(t). ŝi(t) is a combination of all the three components of
x̂i(t), which is given by{

X̂i(t) = K�(x̂2
i1(t) + x̂2

i2(t) + x̂2
i3(t))

1
2 �

ŝi(t) = (X̂i(t)) + λ)mod (M) ,
(6)

where i = 1, . . . , N . The decryption function is described by

p̂i(t) = D(ci(t), ŝi(t)) = ci(t) ⊕ ŝi(t) , (7)

where i = 1, . . . , N . As described in Table I, a binary number
a taking an XOR operation with another binary number b two
times is a itself. Note that p̂i(t) = ci(t) ⊕ ŝi(t) = pi(t) ⊕
si(t) ⊕ ŝi(t). Hence, one can see that si(t) = ŝi(t) results
in p̂i(t) = pi(t). Thus, it is necessary to use identical key
sequences (i.e., si(t) = ŝi(t)) in each pair of encrypter and
decrypter, for correctly recovering the original message from
the ciphertext.

From (6), si(t) = ŝi(t) for i = 1, . . . , N holds if and only if
xi(t) and x̂i(t) synchronize. So, the problem left to be solved
is to synchronize x̂i(t) with xi(t), for i = 1, . . . , N . It will
be analyzed in the next section.

Remark 1: Multiple encryption/decryption cells working in
a parallel mode are adopted in the transmitter/receiver, which
can accelerate data encryption in real-time application.

III. SYNCHRONIZATION OF TWO-LAYERED COMPLEX

DYNAMICAL NETWORKS

In this section, we adopt the drive-response synchronization
method to synchronize network (1) embedded in the transmit-
ter with network (3) embedded in the receiver, using drive
signals xi1(t) where i = 1, . . . , N . In the following, we
provide a number of choices for the inner-coupling matrix Hi

that yields synchronization. We prove synchronization with
His being several diagonal and non-diagonal matrices.

A. Diagonal Inner-Coupling Matrices

Here we take the case of the inner-coupling matrix being
Hi = diag(1, 0, 0) as an example. Chaos generators are
coupled non-identical Lorenz systems. From network (1) and
system (2), the dynamics of chaos generators satisfies⎧⎪⎪⎨

⎪⎪⎩
ẋi1 = σi(xi2 − xi1) +

N∑
j=1

wij xj1

ẋi2 = μixi1 − xi1xi3 − xi2

ẋi3 = xi1xi2 − βixi3 ,

(8)

where i = 1, . . . , N . We take the first components of the states
xi, i.e., xi1 for all i as the drive signals to the response network
(3). Using these drive signals, we rewrite (3) as
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Fig. 2. Block diagram of the proposed encryption/decryption scheme. The master systems (i.e., chaos generators) on the left side of the transmission channels
are connected in a specific topological structure, which is not explicitly shown in this diagram; the slave systems on the right side are connected in the same
topological structure.

⎧⎪⎪⎨
⎪⎪⎩

˙̂xi1 = σi(x̂i2 − x̂i1) +
N∑
j=1

wij x̂j1

˙̂xi2 = μixi1 − xi1x̂i3 − x̂i2
˙̂xi3 = xi1x̂i2 − βix̂i3 .

(9)

As stated in Section II, the critical step in recovering
the original message is to synchronize response network (9)
(resp. (3)) with drive network (8) (resp. (1)). This problem is
addressed in the rest of this section.

Theorem 1: Suppose σi > 0, βi > 0, for i = 1, . . . , N .
Then, response network (9) can synchronize with drive net-
work (8) under the inner-coupling matrix Hi = diag(1, 0, 0)
for i = 1, . . . , N .

Proof: Let ei be the difference between x̂i and xi, i.e.,
ei � (ei1, ei2, ei3)

� where ei1 = x̂i1 − xi1, ei2 = x̂i2 − xi2,
and ei3 = x̂i3 − xi3. From (8) and (9), we obtain⎧⎪⎪⎨

⎪⎪⎩
ėi1 = σi(ei2 − ei1) +

N∑
j=1

wijej1

ėi2 = −xi1ei3 − ei2
ėi3 = xi1ei2 − βiei3

(10)

where i = 1, . . . , N . In order to prove the synchronization of
networks (8) and (9), we need to prove that ei for i = 1, . . . , N
converges to 0. Note that σi > 0. We construct the Lyapunov
function [41]

V (e(t)) =
N∑
i=1

( 1

σi
e2i1 + e2i2 + e2i3

)
. (11)

Then, we calculate the derivative of V (e(t)) using (10), and
get

dV

dt
=

N∑
i=1

[ 2
σi

ei1ėi1 + 2ei2ėi2 + 2ei3ėi3
]

=

N∑
i=1

2ei1ei2 −
N∑
i=1

2 e2i1 +
2

σi

N∑
i=1

ei1

N∑
j=1

wijej1

−
N∑
i=1

2e2i2 −
N∑
i=1

2βi e
2
i3 .

Note that 2ei1ei2 ≤ e2i1+e2i2 and its equality sign holds if and
only if ei1 = ei2. With this inequality, we obtain

dV

dt
≤−

N∑
i=1

e2i1 −
N∑
i=1

e2i2 −
N∑
i=1

2βi e
2
i3

+
2

σi

N∑
i=1

ei1

N∑
j=1

wijej1 .

Let

D1(e) = −
N∑
i=1

e2i1 −
N∑
i=1

e2i2 −
N∑
i=1

2βi e
2
i3 ,

where βi > 0. Thus, D1(e) ≤ 0 and its equality sign holds if
and only if ei1 = ei2 = ei3 = 0, for i = 1, . . . , N . Let

D2(e) =
2

σi

N∑
i=1

ei1

N∑
j=1

wijej1 ,
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and E1 = (e11, e21, . . . , eN1)
�. Then, D2(e) =

2
σi

E�
1 W E1.

Note that

N∑
i=1

ei1

N∑
j=1

wijej1 = E�
1 W E1 = −

∑
j �=i

wij(ei1−ej1)
2 ≤ 0 .

Therefore, D2(e) ≤ 0 and its equality sign holds if and only
if ei1 = ej1, for j �= i.

Combining the above analysis on D1(e) and D2(e), one has

V̇ (e) = D1(e) +D2(e) ≤ 0 ,

and V̇ (e) = 0 if and only if D1(e) = 0 and D2(e) = 0,
i.e., ei1 = ei2 = ei3 = 0 for i = 1, . . . , N and ei1 = ej1
for j �= i. Therefore, V̇ (e) ≤ 0 and V̇ (e) = 0 if and only
if ei1 = ei2 = ei3 = 0 for i = 1, . . . , N . According to the
Lyapunov stability theorem [42, chapter 4], ei of system (10)
converges to 0 as t → ∞. This implies that response network
(3) can synchronize with drive network (1) as t → ∞.

One can prove the following result in the same way:
Theorem 2: Suppose σi > 0, βi > 0, for i = 1, . . . , N .

Then, the response network (9) can synchronize with the
drive network (8) under the inner-coupling matrix i) Hi =
diag(0, 1, 0) or ii) Hi = diag(0, 0, 1).

B. Non-Diagonal Inner-Coupling Matrices

In this subsection, we consider the case of the inner-
coupling matrix being

Hi =

⎛
⎝ 0 0 1

0 0 0
−1/σi 0 0

⎞
⎠ where i = 1, . . . , N, (12)

as an example. From network (1) and system (2), the dynamics
of chaos generators satisfies

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

ẋi1 = σi(xi2 − xi1) +
N∑
j=1

wij xj3

ẋi2 = μixi1 − xi1xi3 − xi2

ẋi3 = xi1xi2 − βixi3 − 1
σi

N∑
j=1

wij xj1 ,

(13)

where i = 1, . . . , N . We also apply the drive-response syn-
chronization method to synchronize chaotic networks (1) and
(3), and take xi1 for all i as the drive signals for response
network (3). Thus, (3) can be rewritten as

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

˙̂xi1 = σi(x̂i2 − x̂i1) +
N∑
j=1

wij x̂j3

˙̂xi2 = μixi1 − xi1x̂i3 − x̂i2

˙̂xi3 = xi1x̂i2 − βix̂i3 − 1
σi

N∑
j=1

wij x̂j1 .

(14)

The following theorem guarantees synchronization of drive
network (13) (resp. (1)) and response network (14) (resp. (3)).

Theorem 3: Suppose σi > 0, βi > 0, for i = 1, . . . , N .
Then, response network (14) can synchronize with drive
network (13) under the inner-coupling matrix Hi given by
(12).

Proof: Vector ei is the difference between x̂i and xi. Here
the dynamics of ei can be obtained by subtracting (13) from
(14), giving⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

ėi1 = σi(ei2 − ei1) +
N∑
j=1

wijej3

ėi2 = −xi1ei3 − ei2

ėi3 = xi1ei2 − βiei3 − 1
σi

N∑
j=1

wij ej1 ,

(15)

where i = 1, . . . , N . To prove that (14) synchronizes with
(13), we alternatively prove that ei → 0 for i = 1, . . . , N .
We also use the Lyapunov function method to prove the
convergence of ei, and choose the Lyapunov function as

V (e(t)) =

N∑
i=1

( 1

σi
e2i1 + e2i2 + e2i3

)
. (16)

Then, calculating the derivative of V (e(t)) using (15), we have

dV

dt
=

N∑
i=1

[ 2
σi

ei1ėi1 + 2ei2ėi2 + 2ei3ėi3
]

=

N∑
i=1

2ei1ei2 −
N∑
i=1

2e2i1 +
2

σi

N∑
i=1

ei1

N∑
j=1

wijej3

−
N∑
i=1

2e2i2 −
N∑
i=1

2βi e
2
i3 −

2

σi

N∑
i=1

ei3

N∑
j=1

wijej1 .

Note that 2ei1ei2 ≤ e2i1+e2i2 and its equality sign holds if and
only if ei1 = ei2. With this inequality, we have

dV

dt
≤−

N∑
i=1

e2i1 −
N∑
i=1

e2i2 −
N∑
i=1

2βi e
2
i3

+
2

σi

N∑
i=1

ei1

N∑
j=1

wijej3 − 2

σi

N∑
i=1

ei3

N∑
j=1

wijej1 .

(17)

As mentioned in the previous subsection, E1 =
(e11, e21, . . . , eN1)

�. Let E3 = (e13, e23, . . . , eN3)
�.

Then we have
∑N

i=1 ei1
∑N

j=1wijej3 = E�
1 W E3

and
∑N

i=1 ei3
∑N

j=1wijej1 = E�
3 W E1. Note that

E�
1 W E3 = (E�

1 W E3)
� = E�

3 W E1. Thus,

N∑
i=1

ei1

N∑
j=1

wijej3 =

N∑
i=1

ei3

N∑
j=1

wijej1. (18)

Substituting (18) in inequality (17), we have

dV

dt
≤ −

N∑
i=1

e2i1 −
N∑
i=1

e2i2 −
N∑
i=1

2βi e
2
i3 ,

where βi > 0. Therefore, dV
dt

≤ 0 and its equality sign holds
if and only if ei1 = ei2 = ei3 = 0, for all i = 1, . . . , N .
According to the Lyapunov stability theorem [42, chapter 4],
ei → 0 as t → ∞ for i = 1, . . . , N . This means that response
network (14) synchronizes with drive network (13).

In the foregoing, we have proven the synchronization of
drive network (1) and response network (3) in the case of Hi
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given by (12). In the following, we give the synchronization
criteria for other types of non-diagonal matrices Hi.

Theorem 4: Suppose σi > 0, βi > 0, for i = 1, . . . , N .
Then, response network (3) can synchronize with drive net-
work (1) under the inner-coupling matrices given below:

i) Hi =

⎛
⎝ 0 1 0
−1/σi 0 0

0 0 0

⎞
⎠, for i = 1, . . . , N ;

or

ii) Hi =

⎛
⎝0 0 0
0 0 1
0 −1 0

⎞
⎠, for i = 1, . . . , N .

Proof: This theorem can be proven in a similar way as the
proof of Theorem 3, by constructing the Lyapunov function
(16). We omit the detailed proof here.

Remark 2: Theorems 1-4 provide different coupling pat-
terns (i.e., different Hi) for chaotic oscillators in a
drive/response network. A combination of these coupling
patterns can be applied in practice. Hence, we have a number
of choices for coupling oscillators.

Remark 3: Theorems 1-4 hold for any undirected and
weighted connection matrix W . However, we prefer to set
edge weights in W to be small (no greater than 0.1), in order
to maintain the chaotic dynamics of each oscillator.

Remark 4: Theorems 1-4 hold under the assumption that
the nodes of the drive network are the same as those of the
response network. An encryption method based on two-layered
networks with different structures or sizes certainly will en-
hance its security. However, analysis of the synchronization
becomes more complicated and is still an open and challenging
issue.

According to the above described synchronization results,
the original message can be recovered correctly at the receiver
in the encryption/decryption scheme proposed in Section II.

IV. NUMERICAL RESULTS

A. Simulation I

The chaos-generator network has N = 8 nodes, whose
topological structure is shown in Fig. 3 (a). We use Theorem
1 with the inner-coupling matrix Hi = diag(1, 0, 0) for
i = 1, . . . , 8. In the drive and response networks (8) and (9),
the system parameters are chosen randomly in the ranges

σi ∈ [8, 13], μi ∈ [26, 31], βi ∈ [2, 3], (19)

for i = 1, 2, . . . , N ; and the weights of edges wij in the
interval [0, 0.1] for i, j = 1, . . . , N . The initial conditions
of chaos generators are randomly chosen from the interval
[−20, 20]. The parameters in encryption function (4) are set
as K = 100, λ = 132. In this paper, we take the 256 × 256
pixels image named “Lena” shown in Fig. 6(a) as an example
to illustrate the effectiveness of the proposed method. We treat
the color “Lena” image as a mixture of the red, green, and blue
component images. The gray-scale value of each pixel in the
component image is an integer in the interval [0, 255]. Hence,
M = 256 in (4).

In this simulation, we apply the Matlab ode45 function to
solve the ordinary differential equations (8) and (9) and to
generate chaotic sequences. We set the step size of the ode45

(a) network I (b) network II

Fig. 3. Topological structures of chaos-generator networks. (a) Network I:
a network of 8 nodes. (b) Network II: a network of 32 nodes.

to be 0.0001. Since the image to be transmitted is represented
by discrete signals, we need to sample continuous chaotic
sequences si(t) and ŝi(t) in (4) and (6) respectively to obtain
discrete chaotic sequences si(τi + kT ) and ŝi(τi + kT ) for
k = 1, 2, . . . , where τi is the initial sampling time after (8)
and (9) are synchronized, and T is the sampling time. Here,
we set T = 0.01. We use the ith (i = 1, . . . , N ) chaotic system
to encrypt the gray value of the pixel at the yth row and zth
column in the original image if

i = (z − 1)modN + 1 , (20)

where y, z ∈ [1, 256]. Then we perform the encryption in (5)
and obtain the encrypted sequences ci(k) for i = 1, . . . , N
and k = 1, 2, . . . . The sequence number k satisfies

k = 256(y− 1)/N + �z/N� , (21)

where �z/N� is the smallest integer not less than z/N . The
two laws (20) and (21) determine an one-to-one relation
between the pixel (y, z) of the original image and the sequence
order (i, k) of the encrypted message. Since discrete signals
are transmitted here, each ciphertext ci(k) and its correspond-
ing drive signal xi1(t) for t ∈ (τi+(k−1)T, τi+kT ] constitute
a package, and then it is transmitted. At the receiver side,
the received package is decomposed into ci(k) and xi1(t).
Then, we execute decryptions according to (7) to recover the
plaintext of the original image.

Following the above process, we run the simulation in
Matlab and obtain the results described as follows. Fig. 4(a)
shows the driving signals xi1(t). Fig. 4(b) shows that the
three-dimensional phase portraits of the dynamics xi(t). Due
to space limitation, we only display these curves for nodes
i = 1, 2 in the chaos generating network. Fig. 4(b) shows the
phase portraits are chaotic and random like. The phase portraits
can become more complicated resulting from interactions
between chaotic oscillators. Let ‖E1‖ = [(

∑N
i=1 e

2
i1)/N ]

1
2 ,

‖E2‖ = [(
∑N

i=1 e
2
i2)/N ]

1
2 , and ‖E3‖ = [(

∑N
i=1 e

2
i3)/N ]

1
2 .

We define

‖E‖ = [(‖E1‖2 + ‖E2‖2 + ‖E3‖2)/3] 12 . (22)

Fig. 5(a) shows the state differences between drive network
(8) and response network (9) over time. From Fig. 5(a), one
can see that (8) and (9) synchronize quickly. We consider that
systems (8) and (9) are synchronized when the average of the
state differences ‖E‖ is less than 10−6. From Fig. 5(b), one
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Fig. 4. (a) Drive signals xi1(t), where i = 1, 2. (b) Three-dimensional
phase portraits of xi(t) for nodes i = 1, 2 in network I.

can see that the synchronization time is 9.976. Hence, we set
the start of the sampling time τi = 15 (> 9.976) for all i. With
the two chaotic sequences si(τi + kT ) and ŝi(τi + kT ) for
k = 1, 2, . . . , we first execute the encryption algorithm given
by (5) to encrypt the gray-scale image shown in Fig. 6(a). The
encrypted image is obtained as shown in Fig. 6(b), in which
the signals look random and do not expose any clue to the
original image. Then, we implement the decryption algorithm
given by (7) on the scrambled image. The recovered image
after decryption is shown in Fig. 6(c), which is the same as the
original one. This shows that the proposed encryption method
does work.

B. Simulation II

In this simulation we apply Theorem 3 with the inner-
coupling matrix Hi given by (12). We choose the chaotic
generator network with N = 32 nodes, whose topological
structure is shown in Fig. 3(b). The structure is a small-world
network generated by the Newman-Watts algorithm introduced
in [43]: we start with a cycle graph with N vertices, and
randomly add edges with probability 0.15 between pairs of dis-
connected nodes. These randomly added edges largely shorten
the average distance of the network and make the dynamics
of the whole chaos-generator system more complex. We keep
other parameter settings the same as those in Simulation I.
Then we carry out the simulation. Fig. 7 shows the evolution
of ‖E‖ defined in (22), which measures the average of the
state differences between drive network (13) and response
network (14). One can see that the two networks synchronize
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(b)

Fig. 5. (a) State differences between drive network (8) and response network
(9), measured by ‖E1‖, ‖E2‖, and ‖E3‖ in the three different dimensions
of node states. (b) Evolution of ‖E‖.

(a)

(b) (c)

Fig. 6. The result of Simulation I. (a) the original image; (b) encrypted
image; (c) recovered image.
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Fig. 7. Evolution of ‖E‖, which is the average of state differences between
drive network (13) and response network (14).

(a) (b)

Fig. 8. The result of Simulation II. (a) the encrypted image; (b) the decrypted
one.

quickly as well. This figure suggests that the synchronization
time of the two networks is 10.39, which helps us determine
the initial sampling time. We observe that the synchronization
time does not increase significantly as the number of network
nodes grows. This is a desirable property if adopting complex
dynamical networks in the encryption scheme.

Finally, we implement the encryption and decryption algo-
rithms on the image “Lena” shown in Fig. 6(a). The simulation
results are shown in Fig. 8, in which subfigures (a) and (b)
show the encrypted image and recovered image, respectively.
The simulation results illustrate the correctness of Theorem 3
and the feasibility of the proposed encryption scheme.

V. DISCUSSION

We discuss the quality of the proposed scheme from the
following five aspects: a) key space, b) sensitivity on parameter
mismatch, c) correlation of adjacent pixels, d) gray value
distribution of the encrypted image, and e) synchronization
time.

A. Key Space

The size of key space is the total number of different keys
that can be used in an encryption [44], [45]. A good encryption
algorithm is expected to resist exhaustive attack and a large
key space is required. The larger the key space size, the more
difficult it is for the intruder to gain the correct key [46]–[48].

In our study, the key space is decided by [σ, μ, β,W ]. As
mentioned earlier, 8 ≤ σi ≤ 13, 26 ≤ μi ≤ 31, 2 ≤ βi ≤ 3,

and 0 ≤ W (i, j) ≤ 0.1, where 1 ≤ i, j ≤ N . We assume that
the precision of the computer is 10−γ , where γ is a positive
integer. Then, the key space is given by

Ω =(5 × 10γ × 5× 10γ × 1× 10γ)N × (10γ)
N(N−1)

2 . (23)

So, we have{
Ω = 1.52× 1052γ N = 8 ;
Ω = 5.42× 10592γ N = 32 .

It is observed that key space increases exponentially with the
increase of N . It dramatically enhances the security of the
encryption system in terms of resisting brute-force attacks.

B. Sensitivity on Parameter Mismatch

In this subsection, we analyze how K introduced in (4)
affects the encryption algorithm’s sensitivity on parameter
mismatch. If there is a parameter mismatch between the drive
and response networks, it will disturb the exact synchroniza-
tion of the two networks, and thus affects the correctness
of image recovery. We analyze the effect from a theoretical
viewpoint. According to (4)-(7), the correctness of image
recovery depends on the agreement between Xi(t) and X̂i(t).
We estimate the difference between Xi(t) and X̂i(t) when
considering parameter mismatch. From (4) and (6), we obtain
|Xi(t)− X̂i(t)| ≈ K |(x2

i1(t) + x2
i2(t) + x2

i3(t))
1
2 − (x̂2

i1(t) +
x̂2
i2(t) + x̂2

i3(t))
1
2 | ≈ √

3K‖E(t)‖, where ‖E(t)‖ is the
average of state differences and has been defined in (22).
Although |Xi(t) − X̂i(t)| is likely to be different for each
i, we roughly estimate this value in an average sense. For
a given parameter mismatch, ‖E‖ at the steady state can be
estimated and bounded. From |Xi−X̂i| ≈

√
3K‖E‖, a larger

K makes the proposed encryption algorithm more sensitive to
a given parameter mismatch.

First, we try to reveal the trend of ‖E‖ at the steady state
when the magnitude of parameter mismatch changes. Keeping
the settings in Simulation II, we consider a mismatch of
parameter μi for each i changing from 10−6 to 100. Through
simulations, we plot Fig. 9(a) to show the trend. From Fig.
9(a), one can see that when the mismatch increases from 10−6

to 100, ‖E‖ increases from 5.757× 10−7 to 5.716× 10−1.
Second, we estimate a lower bound for K that makes the

proposed encryption system sensitive to a given magnitude
of the parameter mismatch. In our calculation, we find that
K‖E‖ ≥ 300 (i.e., |Xi − X̂i| ≥ 300

√
3) significantly differs

the gray values of the decrypted and original pixels, and thus
makes the encryption system sensitive to parameter mismatch.
Combining the result of Fig. 9(a) and K‖E‖ ≥ 300, we
obtain the lower bound for K under each given parameter
mismatch, which is shown in Fig. 9(b). The upper light-blue
area in Fig. 9(b) shows the feasible solutions for K. Therefore,
one can choose a proper K according to Fig. 9(b) in real
applications, to satisfy the actual requirement on sensitivity to
certain magnitude of parameter mismatch.

We also carry out a group of encryption simulations in order
to check the feasibility of the obtained solution area. We fix
the mismatch of μi at 10−3. From Fig. 9(b), we know that
the encryption system is sensitive to the parameter mismatch
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Fig. 9. (a) The trend of ‖E‖ when the magnitude of parameter mismatch
changes from 10−6 to 100. (b) Feasible solutions for K, shown by the upper
light-blue area, to make the encryption system sensitive to given parameter
mismatches.

if K ≥ K0 = 5.247× 105. Let K vary at 2K0, K0, K0/4,
K0/10, and K0/16. We execute the encryption/decryption on
the “Lena” image and obtain the decrypted images shown in
Fig. 10. One can see that, the decrypted images (b) and (c),
in cases K ≥ K0, are clearly different from the original one,
which means high sensitivity to the mismatch of 10−3; the
decrypted images (d)-(f), in cases K < K0, leak information
to different extents. The decrease of K reduces the sensitivity
to parameter mismatch.

C. Correlation of Adjacent Pixels

Correlation of two adjacent pixels reflects the extent of
image scrambling. The smaller the correlation of adjacent
pixels of the encrypted image, the better scrambling effect
of the encryption algorithm. In this subsection, we analyze
the correction between two horizontally adjacent pixels, two
vertically adjacent pixels, and two diagonally adjacent pixels
in the encrypted image. We randomly choose m = 20000 pairs
adjacent pixels from the image (in the horizontal, vertical, and
diagonal direction). We calculate the correlation coefficient of
the chosen adjacent pixels using the following formula [44],
[48]–[50]:

Ruv =
|cov(u, v)|√

D(u) ×√
D(v)

, (24)

(b)(a) (c)

(d) (e) (f)

Fig. 10. Decrypted images when the encryption system using network II. (a)
Decrypted image with right parameters, where K = 100. (b)-(f) Decrypted
images under different Ks when µi has a 10−3 mismatch for each i: (b)
K = 2K0; (c) K = K0, where K0 = 5.247 × 105; (d) K = 1

4
K0; (e)

K = 1
10

K0; (f) K = 1
16

K0.

in which⎧⎪⎨
⎪⎩

cov(u, v) =
1

m

∑m
i=1 (ui −E(u))(vi −E(v))

E(u) =
1

m

∑m
i=1 ui, D(u) =

1

m

∑m
i=1(ui −E(u))2

,

where ui and vi are the gray values of the ith pair of
adjacent pixels that we have chosen; cov(·, ·) represents the
covariance function, E(·) the expectation function, and D(·)
the covariance function. Table II shows the correlations of
adjacent pixels in the original and encrypted images. Each
data item obtained in Table II is the average of 20 times
of calculation on Ruv with the corresponding image and
direction.

From Table II, we see that the adjacent pixels of the original
image have a high correlation coefficient close to 1, but have
a very low correlation coefficient nearly 0 after the image is
encrypted. So, it is difficult to crack the encrypted images from
statistical correlation analysis.

TABLE II
CORRELATION COEFFICIENTS

horizontal vertical diagonal

original image
red 0.9459 0.9724 0.9218

green 0.9482 0.9738 0.9257
blue 0.9005 0.9470 0.8600

encrypted image
using network I

red 0.0061 0.0021 0.0082
green 0.0035 0.0038 0.0051
blue 0.0035 0.0034 0.0035

encrypted image
using network II

red 0.0008 0.0021 0.0037
green 0.0045 0.0036 0.0053
blue 0.0019 0.0043 0.0014

D. Gray Value Distribution of the Encrypted Image

A histogram of an image is the frequency statistics of
the gray levels. Histogram analysis reflects the statistical
characteristics of the image [48]–[50]. Intruders may attack
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Fig. 11. Histograms of images in the red, green, and blue components. (a)-(c)
Original image; (d)-(f) Encrypted image using network I; (g)-(i) Encrypted
image using network II.

the encrypted image by histogram analysis. A good encryption
strategy should make the gray level distribution uniform. Fig.
11 shows the histograms of the original and encrypted images.
In each subfigure, The x-coordinate represents the gray level
of nodes in a given image; the y-coordinate represents corre-
spondingly the number of the nodes in the image with certain
gray level. From Fig. 11, we can see that the histograms of the
original and encrypted images differ significantly. Both of the
two encrypted histograms using networks I and II are almost
uniformly distributed, and the regularity of the distribution of
the original image is concealed. Therefore, it is difficult to
crack the encrypted images using histogram analysis.

E. Synchronization Time of Drive and Response Networks

Synchronization is an important problem in the proposed
encryption scheme, and synchronization time of drive and
response networks will influence the efficiency of imple-
menting the method. The image can only be transmitted
after the drive and response networks have synchronized. In
order to observe the synchronization time, we show the state
differences between the drive and response networks over
time in Fig. 12. We can see that synchronization times of
the networks with 8 nodes, 32 nodes, 64 nodes have no
significant difference, and is slightly longer than the case of
1 node. Thus, when we increase the number of nodes in the
networks, the synchronization time remains unaffected. This
is partially because when more nodes are added in the drive
network, more drive signals are loaded to the response network
correspondingly; thus, more drive signals can make the node-
to-node synchronization in a two-layered dynamical network
easier to achieve.

VI. CONCLUSIONS

In this paper, we have proposed a novel encryption scheme
using a complex dynamical network. Compared with existing
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Fig. 12. State differences between drive and response networks, measured
by ‖E‖. Designations are as Fig. 7. Blue, red, green and black lines represent
the drive/response network with 1, 8, 32, 64 nodes respectively.

similar schemes that were designed based on a single chaotic
system, the proposed scheme has higher security and can
achieve higher encryption speed. This makes the scheme a
better candidate for real-time image encryption and trans-
mission applications. Our encryption scheme enlarges key
space exponentially with respect to the number of nodes
in the network. Simulation results show that the proposed
scheme achieves satisfactory performance, in terms of sen-
sitivity, statistical characteristics, and synchronization time.
Both numerical simulations and analysis have demonstrated
the feasibility of the proposed scheme.

As our future work, we are interested in more applications
of complex chaotic networks to secure encryption. We will
also consider imperfect communications when applying en-
cryption algorithms in practice. To date, some methods have
been developed to alleviate the negative effects caused by
imperfect communications. For example, the effect of data
loss can be greatly reduced by scrambling image pixels before
the encryption process [51], [52]. Channel noise can also be
overcome by introducing generalized synchronization of chaos
systems into secure communication [20], by designing robust
controller [6], or by using the differential chaos shift keying
(DCSK) approach [12]. These methods will be helpful to our
next work. We hope that encryption schemes based on complex
chaotic networks would become a competing technology for
encryption systems for large-data-amount tasks in future.
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